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Preface

pfSense is open source firewall/router software based on the FreeBSD packet filtering
program PF that can be used as a perimeter firewall, router, wireless access point, DHCP
server, DNS server, or VPN endpoint. Mastering pfSense, Second Edition, is a comprehensive
guide to installing, configuring, and customizing pfSense.

Who this book is for

The target audience for this book should have at least an intermediate level of knowledge of
computer networking. Some knowledge of pfSense is a plus, although it is not required.

The book should appeal to a wide range of technophiles; anyone interested in pfSense who
has an aptitude for understanding networking and the resources to follow along with the
examples will benefit from this book.

What this book covers

Chapter 1, Revisiting pfSense Basics, covers deployment scenarios for pfSense, hardware
requirements, sizing and installation options, and it guides the user through the initial
installation and configuration.

Chapter 2, Advanced pfSense Configuration, covers some of the commonly used pfSense
services, such as DHCP, DNS, Dynamic DNS (DDNS), captive portal, Network Time
Protocol (NTP), and Simple Network Management Protocol (SNMP).

Chapter 3, VLANS, covers how to set up a virtual LAN in pfSense, both from the command
line and the web GUI, and provides examples showing how to configure some
commercially available managed switches.
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Chapter 4, Using pfSense as a Firewall, covers how to implement rules to block, pass, or
divert network traffic, as well as virtual IPs, aliases, and scheduling.

Chapter 5, Network Address Translation, covers Network Address Translation (NAT) in
depth, including outbound NAT, port forwarding, 1:1 NAT, and Network Prefix
Translation (NPt).

Chapter 6, Traffic Shaping, covers how to use the pfSense's traffic shaping capabilities, using
the traffic shaping wizard, by manually adjusting queues, and by creating custom floating
rules.

Chapter 7, Virtual Private Networks (VPNs), covers the advantages and disadvantages of
VPNs and explains how to use pfSense to set up an IPsec, L2TP, or OpenVPN tunnel.
Client-server and peer-to-peer options are covered.

Chapter 8, Redundancy and High Availability, covers load balancing, failover, and
implementing redundancy via Common Address Redundancy Protocol (CARP), which
allows the user to add one or more backup firewalls.

Chapter 9, Multiple WANs, covers ways to implement redundancy and high availability
into internet connections by having multiple internet connections for failover, load
balancing, and bandwidth aggregation. This chapter shows how to set up gateways and
gateway groups.

Chapter 10, Routing and Bridging, covers bridging and static/dynamic routing, including
when bridging network adapters is appropriate, as well when it is necessary to configure
static routes and how to do it, and discusses the dynamic routing protocols available for

pfSense.

Chapter 11, Extending pfSense with Packages, covers the most significant packages available
for pfSense, such as Snort, Squid, HAProxy, and many others.

Chapter 12, Diagnostics and Troubleshooting, covers what to do when things go wrong. A
problem-solving methodology is outlined, and common problems and available
troubleshooting tools are discussed. A real-world example of troubleshooting is provided.

Appendix &, Assessments, answers to the questions mentioned in the chapters.

[2]
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To get the most out of this book

I am assuming a basic understanding of networking. Enough knowledge to pass
CompTIA's Networking+ exam should be more than enough knowledge. A basic
knowledge of computers and how to use a CLI is also necessary. Since pfSense runs on
FreeBSD, some experience with BSD and/or Unix-like operating systems such as Linux is
helpful, though not strictly necessary. Experience with pfSense is also helpful; I am not
assuming any prior knowledge of pfSense although the book does not discuss the initial
installation and configuration in depth and instead progresses rapidly to more advanced
topics. Readers with no prior knowledge of pfSense may be better served by starting out
with a book targeted toward pfSense neophytes such as pfSense 2 Cookbook by Matt
Williamson.

Since the focus in the second edition is more toward providing practical examples of
pfSense in action, the reader will get more out of the book if they install pfSense and try
some of the examples. Thus, having a system on which to install pfSense or being able to
run pfSense in a virtual machine will be a plus. The book outlines the hardware
requirements and sizing guidelines. If the reader intends to run pfSense in a virtual
machine, they should run it on a system that supports 64-bit virtualization. For some of the
examples such as VPNs and setting up a CARP failover group, it is helpful to set up a
virtual network with multiple instances of pfSense running on the network.

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it from https://www.packtpub.com/sites/default/files/

downloads/MasteringpfSenseSecondEdition_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "The nslookup utility is available on Linux, Windows, and macOS."

[31]
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Any command-line input or output is written as follows:

nslookup packtpub.com 8.8.4.4

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Navigate to System | Advanced. Make sure the Admin Access tab is selected and scroll
down to the Secure Shell section of the page."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit

authors.packtpub.com.

[4]
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Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub. com.

[5]
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Revisiting pfSense Basics

While high-speed internet connectivity is becoming more and more common, many in the
online world—especially those with residential connections or small office/home office
(SOHO) setups—Ilack the hardware to fully take advantage of these speeds. Fiber-optic
technology brings with it the promise of a gigabit speed or greater, and the technology
surrounding traditional copper networks is also yielding improvements. Yet many people
are using consumer-grade routers that offer, at best, mediocre performance.

pfSense, an open source router/firewall solution, is a far better alternative that is available
to you. You have likely already downloaded, installed, and configured pfSense, possibly in
a residential or SOHO environment. As an intermediate-level pfSense user, you do not need
to be sold on the benefits of pfSense. Nevertheless, you may be looking to deploy pfSense in
a different environment (for example, a corporate network), or you may just be looking to
enhance your knowledge of pfSense. In either case, mastering the topics in this book will
help you achieve these goals.

This chapter is designed to review the process of getting your pfSense system up and
running. It will guide you through the process of choosing the right hardware for your
deployment, but it will not provide a detailed treatment of installation and initial
configuration. The emphasis will be on troubleshooting, as well as some of the newer
configuration options.

This chapter will cover the following topics:

A brief overview of the pfSense project

pfSense deployment scenarios
e Minimum specifications and hardware sizing guidelines

The best practices for installation and configuration

Basic configuration from both the console and the pfSense web GUI



Revisiting pfSense Basics Chapter 1

Technical requirements

The following equipment is required for installing and configuring pfSense 2.4:

e A 64-bit Intel, AMD, or ARM-based system with a 500 MHz processor or greater,
at least 512 MB of RAM, and 1 GB of disk space onto which pfSense will be
installed

e A USB thumb drive with at least 1 GB of disk space, or blank CD media if you
prefer using optical media, which will serve as the installation media

e Internet access, for downloading pfSense binaries
¢ A second computer system, for accessing the pfSense web GUI

¢ An Ethernet switch and cabling, or a crossover cable, for connecting the second
computer system to the pfSense system

If you want to try out pfSense without doing an actual installation, you can create a pfSense
virtual machine. While this chapter does not provide a guide to installing pfSense into a
virtual environment, I recommend the following for running pfSense in a virtual machine:

* A 64-bit Intel or AMD-based system with a 2 GHz processor or greater, at least 8
GB of RAM, and enough disk space to accommodate the virtual hard drive (likely
8 GB or greater)
e Either a Type 1 or Type 2 hypervisor:
¢ Type 1 (bare-metal hypervisor; runs directly on the hardware):
e VMware ESXi

e Microsoft Hyper-V
e Type 2 (requires an OS):
e Proxmox (Linux)

e Oracle VM VirtualBox (Linux, Windows, mac OS,
Solaris)

Most likely you will have to create two virtual machines: one into which pfSense will be
installed, and a second from which you will access the web GUI and test the functionality of
the virtual pfSense system.

[7]
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pfSense project overview

The origins of pfSense can be traced to the OpenBSD packet filter known as PF, which was
incorporated into FreeBSD in 2001. As PF is limited to a command-line interface, several
projects have been launched in order to provide a graphical interface for PF. mOnOwall,
which was released in 2003, was the earliest attempt at such a project. pfSense began as a
fork of the mOnOwall project.

Version 1.0 of pfSense was released on October 4, 2006. Version 2.0 was released on
September 17, 2011. Version 2.1 was released on September 15, 2013, and Version 2.2 was
released on January 23, 2015. Version 2.3, released on April 12, 2016, phased out support for
legacy technologies such as the Point-to-Point Tunneling Protocol (PPTP), the Wireless
Encryption Privacy (WEP) and Single DES, and also provided a facelift for the web GUL

Version 2.4, released on October 12, 2017, continues this trend of phasing out support for
legacy technologies while also adding features and improving the web GUI. Support for 32-
bit x86 architectures has been deprecated (security updates will continue for 32-bit systems,
however, for at least a year after the release of 2.4), while support for Netgate Advanced
RISC Machines (ARM) devices has been added. A new pfSense installer (based on
FreeBSD's bsdinstall) has been incorporated into pfSense, and there is support for the ZFS
filesystem, as well as the Unified Extensible Firmware Interface (UEFI). pfSense now
supports OpenVPN 2.4.x, and as a result, features such as AES-GCM ciphers can be
utilized. In addition, pfSense now supports multiple languages; the web GUI has been
translated into 13 different languages. At the time of writing, version 2.4.2, released on
November 21, 2017, is the most recent version.

Possible deployment scenarios

Once you have decided to add a pfSense system to your network, you need to consider how
it is going to be deployed on your network. pfSense is suitable for a variety of networks,
from small to large ones, and can be employed in a variety of deployment scenarios. In this
section, we will cover the following possible uses for pfSense:

e Perimeter firewall

e Router

e Switch

e Wireless router/wireless access point

[81]



Revisiting pfSense Basics Chapter 1

The most common way to add pfSense to your network is to use it as a perimeter firewall,
as shown in the diagram. In this scenario, your internet connection is connected to one port
on the pfSense system, and your local network is connected to another port on the system.
The port connected to the internet is known as the WAN interface, and the port connected
to the local network is known as the LAN interface:

LT

PFENSE FIREWALL

-

TN
H B B
I Il Il

Diagram showing deployment scenario in which pfSense is the firewall

If pfSense is your perimeter firewall, you may choose to set it up as a dedicated firewall, or
you might want to have it perform the double duty of a firewall and a router. You may also
choose to have more than two interfaces in your pfSense system (known as optional
interfaces). In order to act as a perimeter firewall, however, a pfSense system requires at
least two interfaces: a WAN interface (to connect to outside networks), and a LAN interface
(to connect to the local network).

[91]
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The perimeter firewall performs two broad functions. The first, monitoring and controlling
inbound traffic, should be fairly obvious. Allowing certain traffic on certain ports, while
blocking all other traffic, is a core function of all firewalls. The second, monitoring and
controlling outbound traffic, might seem less obvious but is also important. Outbound web
traffic tends to pass through the firewall unchallenged. This, however, leaves our network
vulnerable to malware that targets web browsers. To protect our networks against such
threats, we need to monitor outbound traffic as well.

It is commonplace to set up the networks behind the firewall with a split architecture, with
assets accessible from the internet being kept separate from the rest of the network. In such
cases, the internet-accessible resources are placed on a separate network generally referred
to as the demilitarized zone (DMZ). If your network requires such a setup, you can easily

do this with pfSense as your perimeter firewall, as we will see later.

In more complex network setups, your pfSense system may have to exchange routing
information with other routers on the network. There are two types of protocols for
exchanging such information: distance vector protocols obtain their routing information by
exchanging information with neighboring routers; routers use link-state protocols to build a
map of the network in order to calculate the shortest path to another router, with each
router calculating distances independently. pfSense is capable of running both types of
protocols. Packages are available for distance vector protocols such as RIP and RIPv2, and
link-state protocols such as Border Gateway Protocol (BGP). These protocols will be
discussed in greater detail in chapter 10, Routing and Bridging.

Another common deployment scenario is to set up pfSense as a router. In a home or SOHO
environment, firewall and router functions are often performed by the same device. In mid-
sized to large networks, however, the router is a device separate from that of the perimeter

firewall.

In larger networks, which have several network segments, pfSense can be used to connect
these segments. Traditionally, using a router to connect multiple networks requires multiple
network interfaces on the router. However, with VLANs, we can use a single network
interface card (NIC) to operate in multiple broadcast domains via 802.1q tagging. VLANs
are often used with the ever-popular router on a stick configuration, in which the router has
a single physical connection to a switch (this connection is known as a trunk), with the
single Ethernet interface divided into multiple VLANSs, and the router forwarding packets
between the VLANSs. One of the advantages of this setup is that it only requires a single
port, and, as a result, it allows us to use pfSense with systems on when adding another NIC
would be cumbersome or even impossible: for example, a laptop or certain thin clients. We
will cover VLANSs in greater depth in chapter 3, VLANS.
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In most cases, where pfSense is deployed as a router on mid-sized and large networks, it
would be used to connect different LAN segments; however, it could also be used as a
WAN router. In this case, pfSense's function would be to provide a private WAN
connection to the end user.

Another possible deployment scenario is to use pfSense as a switch. If you have multiple
interfaces on your pfSense system and bridge them together, pfSense can function as a
switch. This is a far less common scenario, however, for several reasons:

¢ Using pfSense as a switch is generally not cost effective. You can purchase a five-
port Ethernet switch for less than what it would cost to purchase the hardware
for a pfSense system. Buying a commercially available switch will also save you
money in the long run, as they likely would consume far less power than
whatever computer you would be using to run pfSense.

e Commercially available switches will likely outperform pfSense, as pfSense will
process all packets that pass between ports, while a typical Ethernet switch will
handle them locally with dedicated hardware made specifically for passing data
between ports quickly. While you can disable filtering entirely in pfSense if you
know what you're doing, you will still be limited by the speed of the bus on
which your network cards reside, whether it is PCI, PCI-X, or PCI Express (PCI-
e).

e There is also the administrative overhead of using pfSense as a switch. Simple
switches are designed to be Plug and Play, and setting up these switches is as
easy as plugging in your Ethernet cables and the power cord. Managed switches
typically enable you to configure settings at the console and/or through a web
interface, but in many cases, configuration is only necessary if you want to
modify the operation of the switch. If you use pfSense as a switch, however, some
configuration will be required.

If none of this intimidates you, then feel free to use pfSense as a switch. While you're not
likely to achieve the performance level or cost savings of using a commercially available
switch, you will likely learn a great deal about pfSense and networking in the process.
Moreover, advances in hardware could make using pfSense as a switch viable at some point
in the future. Advances in low-power consumption computers are one factor that could
make this possible.

[11]
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Yet another possibility is using pfSense as a wireless router/access point. A sizable
proportion of modern networks incorporate some type of wireless connectivity. Connecting
to a network's wireless is not only easier, but in some cases, running an Ethernet cable is not
a realistic option. With pfSense, you can add wireless networking capabilities to your
system by adding a wireless network card, provided that the network card is supported by
FreeBSD.

Generally, however, using pfSense as a wireless router or access point is not the best option.
Support for wireless network cards in FreeBSD leaves something to be desired. Support for
the IEEE's 802.11b and g standards is okay, but support for 802.11n and 802.11ac is not very
good.

A more likely solution is to buy a wireless router (even if it is one of the aforementioned
consumer-grade units), set it up to act solely as an access point, connect it to the LAN port
of your pfSense system, and let pfSense act as a Dynamic Host Configuration Protocol
(DHCP) server. A typical router will work fine as a dedicated wireless access point, and
they are more likely to support the latest wireless networking standards than pfSense.
Another possibility is to buy a dedicated wireless access point. These are generally
inexpensive and some have such features as multiple SSIDs, which allow you to set up
multiple wireless networks (for example, you could have a separate guest network which is
completely isolated from other local networks). Using pfSense as a router, in combination
with a commercial wireless access point, is likely the least-troublesome option.

Hardware requirements and sizing
guidelines

Once you have decided where to deploy pfSense on your network, you should have a
clearer idea of what your hardware requirements are. As a minimum, you will need a CPU,
motherboard, memory (RAM), some form of disk storage, and at least two network
interfaces (unless you are opting for a router on a stick setup, in which case you only need
one network interface). You may also need one or more optional interfaces.
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Minimum hardware requirements

The starting point for our discussion on hardware requirements is the pfSense minimum
specifications. As of January 2018, the minimum hardware requirements are as follows
(these specifications are from the official pfSense site, https://www.pfsense.org):

e CPU -500 MHz (1 GHz recommended)
e RAM - 512 MB (1 GB recommended)

pfSense requires a 64-bit Intel (x86-64) or AMD (amd64) CPU. You should
also use a CPU that supports the AES-NI instruction set extensions (or
another hardware crypto offload), as such a CPU will be required, starting
with version 2.5. There are three separate images provided for these
architectures: CD, CD on a USB memstick, and an image for ARM-based
Netgate systems. The active default console for the CD and CD on USB
memstick images is VGA, while the active default console for the Netgate
image is serial. The NanoBSD images (for embedded systems, which enabled
the serial console by default) have been deprecated with the release of version
2.4. The serial console can be enabled on images which default to VGA via the
web GUI under System | Advanced.

A pfSense installation requires at least 1 GB of disk space. If you are installing on an
embedded device, you can access the console either by a serial or VGA port. A step-by-step
installation guide for the pfSense Live CD can be found on the official pfSense website

at: https://doc.pfsense.org/index.php/Installing_pfSense.

Version 2.3 eliminated the Live CD, which allowed you to try out pfSense without installing
it onto other media. If you really want to use the Live CD, however, you could use a pre-2.3
image (version 2.2.6 or earlier). You can always upgrade to the latest version of pfSense
after installation.

Installation onto either a hard disk drive (HDD) or a solid-state drive (SSD) is the most
common option for a full install of pfSense, whereas embedded installs typically use CF,
SD, or USB media. A full install of the current version of pfSense will fit onto a 1 GB drive,
but will leave little room for installation of packages or for log files. Any activity that
requires caching, such as running a proxy server, will also require additional disk space.
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The last installation option in the table is installation onto an embedded system using the
Netgate ADI image. Netgate currently sells several ARM-based systems such as the
SG-3100, which is advertised as an appliance that can be used in many deployment
scenarios, including as a firewall, LAN or WAN router, VPN appliance, and DHCP or DNS
server. It is targeted towards small and medium-sized businesses and may appeal to home
and business users seeking a reliable firewall appliance with a low total cost of ownership.
Storage (without upgrading) is limited to 8 GB of eMMC Flash, which would limit which
packages could be installed. Another Netgate option is the SG-1000, which is a bare bones
router with only 2 Ethernet ports, 512 MB of RAM and 4 GB of eMMC Flash.

Hardware sizing guidelines

The minimum hardware requirements are general guidelines, and you may want to exceed
these minimums based on different factors. It may be useful to consider these factors when
determining what CPU, memory, and storage device to use:

e For the CPU, requirements increase for faster internet connections.

Guidelines for the CPU and network cards can be found at the official
0 pfSense site at http://pfsense.org/hardware/#requirements.

The following general guidelines apply: the minimum hardware
specifications (Intel/AMD CPU of 500 MHz or greater) are valid up to 20
Mbps. CPU requirements begin to increase at speeds greater than 20 Mbps.

e Connections of 100 Mbps or faster will require PCI-E network adapters to keep
up with the increased network throughput.

If you intend to use pfSense to bridge interfaces—for example, if you want to bridge a
wireless and wired network, or if you want to use pfSense as a switch—then the PCI bus
speed should be considered. The PCI bus can easily become a bottleneck. Therefore, in such
scenarios, using PCI-e hardware is the better option, as it offers up to 31.51 GBps (for PCl-e
v. 4.0 on a 16-lane slot) versus 533 MBps for the fastest conventional PCI buses.
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If you plan on using pfSense as a VPN server, then you should take into account the effect
VPN usage will have on the CPU. Each VPN connection requires the CPU to encrypt traffic,
and the more connections there are, the more the CPU will be taxed. Generally, the most
cost-effective solution is to use a more powerful CPU. But there are ways to reduce the CPU
load from VPN traffic. Soekris has the vpn14x1 product range; these cards offload the CPU
of the computing intensive tasks of encryption and compression. AES-NI acceleration of
IPSec also significantly reduces the CPU requirements.

If you have hundreds of simultaneous captive portal users, you will require slightly more
CPU power than you would otherwise. Captive portal usage does not put as much of a load
on the CPU as VPN usage, but if you anticipate having a lot of captive portal users, you will
want to take this into consideration.

If you're not a power user, 512 MB of RAM might be enough for your pfSense system. This,
however, would leave little room for the state table (where, as mentioned earlier, active
connections are tracked). Each state requires about 1 KB of memory, which is less memory
than some consumer-grade routers require, but you still want to be mindful of RAM if you
anticipate having a lot of simultaneous connections. The other components of pfSense
require 32 to 48 MB of RAM, and possibly more, depending on which features you are
using, so you have to subtract that from the available memory in calculating the maximum
state table size:

256 MB [ ~22,000 connections
512 MB | ~46,000 connections
1 GB ~93,000 connections
2 GB ~190,000 connections

Installing packages can also increase your RAM requirements; Snort and ntop are two such
examples. You should also probably not install packages if you have limited disk space.
Proxy servers in particular use up a fair amount of disk space, which is something you
should probably consider if you plan on installing a proxy server such as Squid.
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The amount of disk space, as well as the form of storage you utilize, will likely be dictated
by what packages you install, and what forms of logging you will have enabled. Some
packages are more taxing on storage than others. Some packages require more disk space
than others. Proxies such as Squid store web pages; anti-spam programs such as pfBlocker
download lists of blocked IP addresses, and therefore require additional disk space. Proxies
also tend to perform a great deal of read and write operations; therefore, if you are going to
install a proxy, disk I/O performance is something you should likely take into consideration.

You may be tempted to opt for the cheapest NICs. However, inexpensive NICs often have
complex drivers that offload most of the processing to the CPU. They can saturate your
CPU with interrupt handling, thus causing missed packets. Cheaper network cards
typically have smaller buffers (often no more than 300 KB), and when the buffers become
full, packets are dropped. In addition, many of them do not support Ethernet frames that
are larger than the maximum transmission unit (MTU) of 1,500 bytes. NICs that do not
support larger frames cannot send or receive jumbo frames (frames with an MTU larger
than 1,500 bytes), and therefore they cannot take advantage of the performance
improvement that using jumbo frames would bring. In addition, such NICs will often have
problems with VLAN traffic, since a VLAN tag increases the size of the Ethernet header
beyond the traditional size limit.

The pfSense project recommends NICs based on Intel chipsets, and there are several reasons
why such NICs are considered reliable. They tend to have adequately sized buffers, and do
not have problems processing larger frames. Moreover, the drivers tend to be well-written
and work well with Unix-based operating systems.

For a typical pfSense setup, you will need two network interfaces: one for the WAN and
one for the LAN. Each additional subnet (for example, for a guest network) will require an
additional interface, as will each additional WAN interface. It should be noted that you
don't need an additional card for each interface added; you can buy a multiport network
card (most of such cards have either two or four ports). You don't need to buy new NICs for
your pfSense system; in fact, it is often economical to buy used NICs, and except in rare
cases, the performance level will be the same.

If you want to incorporate wireless connectivity into your network, you may consider
adding a wireless card to your pfSense system. As mentioned earlier, however, the likely
better option is to use pfSense in conjunction with a separate wireless access point. If you do
decide to add a wireless card to your system and configure it for use as an access point, you
will want to check the FreeBSD hardware compatibility list before making a purchase.
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The best practices for installation and
configuration

Once you have chosen your hardware and which version you are going to install, you can
download pfSense.

1. Browse to the Downloads section of pfsense.org and select the appropriate
computer architecture (32-bit, 64-bit, or Netgate ADI), the appropriate platform
(Live CD, memstick, or embedded), and you should be presented with a list of
mirrors. Choose the closest one for the best performance.

&

You will also want to download the SHA256 checksum file in order to
verify the integrity of the downloaded image. Verifying the integrity of
downloads serves two purposes:

e It ensures that the download completed

e It safeguards against a party maliciously tampering with the
images

In order to safeguard against the latter, however, be sure to download the
checksum from a different mirror site than the site from which you
downloaded the image. This provides an additional measure of security
should an individual mirror site be compromised.

Windows has several utilities for displaying SHA256 hashes for a file.
Under BSD and Linux, generating the SHA256 hash is as easy as typing
the following command:

shasum —-a 256 pfSense-LiveCD-2.4.2-RELEASE-amd64.iso.gz

This command generates the MD5 checksum for the 64-bit Live CD
version for pfSense 2.4.2. You should compare the resulting hash with the
contents of the . sha256 file downloaded from one of the (other) mirrors.
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elcome to pf3ense

. Boot Multi User [Enter]
. Boot [Slingle User

. [Esclape to loader prompt
. Reboot

Dptions:
5. [Klernel: kernel (1 of 2)
6. Configure Boot [Dlptions...

The initial pfSense boot menu when booting from a CD or USB drive

o If the system hangs during the boot process, there are several
options you can try. The first menu that appears, as pfSense boots,
has several options. The last two options are Kernel and Configure
Boot Options. Kernel allows you to select which kernel to boot
from among the available kernels.

If you have a reason to suspect that the FreeBSD kernel being used
is not compatible with your hardware, you might want to switch to
the older version. Configure Boot Options launches a menu
(shown in the preceding screenshot) with several useful options. A
description of these options can be found

at: https://www. freebsd.org/doc/en_US.IS08859-1/books/handb
ook/ . Toggling [A]JCPI Support to off can help in some cases, as
ACPI's hardware discovery and configuration capabilities may
cause the pfSense boot process to hang. If turning this off doesn't
work, you could try booting in Safe [M]ode, and if all else fails, you
can toggle [V]erbose mode to On, which will give you detailed
messages while booting.
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e While booting, pfSense provides information about your hardware,
including expansion buses supported, network interfaces found,
and USB support. When this is finished, the graphical installer will
launch and you will see the copyright and distribution notice.

2. Select Accept and press Enter to accept these terms and conditions and continue
with the installation.

3. The installer then provides you with three options: Install pfSense, Rescue Shell,
and Recover config.xml. The Rescue Shell option launches a BSD shell prompt
from which you can perform functions that might prove helpful in repairing a
non-functional pfSense system.

For example, you can copy, delete and edit files from the shell prompt. If you
suspect that a recent configuration change is what caused pfSense to break,
however, and you saved the configuration file before making the change, the
easiest way to fix your system may be to invoke Recover config.xml and restore
pfSense from the previously-saved config.xml file.

¢ The next screen provides keymap options. Version 2.4.2 supports
99 different keyboard layouts, including both QWERTY and
Dvorak layouts. Highlighting a keymap option and pressing Enter
selects that option. There's also an option to test the default
keymap, and an option to continue with the default keymap.

4. Select Accept and press Enter when you have selected a keymap.

5. Next, the installer provides the following disk partitioning options: Auto (UFS),
Manual, Shell, and Auto (ZFS). The first and last options allow you to format the
disk with the Unix File System (UFS) and Oracle's ZFS respectively.

¢ There are advantages and disadvantages to each filesystem, but the
following table should help in your decision. Note that both
filesystems support file ownership, and file creation/last access

timestamps.
Filesystem UFS ZFS
Original release August 1983 (with November 2005 (with
& BSD 4.2) OpenSolaris)
. . 2% bytes (256 trillion
73 .
Maximum volume size 2" bytes (8 zebibytes) yobibytes)
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Maximum file size 2” bytes (8 zebibytes) | 2* bytes (16 exbibytes)
Maximum filename length 255 bytes 255 bytes

Case sensitive Yes Yes

grl:gl}),;rt: (f;)lr filesystem-level No Yes

Data deduplication No Yes

Data checksums No Yes

e In general, UFS is the tried-and-true filesystem, while ZFS was

created with security in mind and incorporates many newer
features such as filesystem-level encryption and data checksums.

installation; ZFS formatting must be done before installation.

0 pfSense does not support converting the filesystem to ZFS after

e Manual, as the name implies, allows you to manually create, delete

and modify partitions. There are several choices for partition types;
you can even create an Apple Partition Map (APM) or a DOS
partition, if that suits you. The Shell option drops you to a BSD
shell prompt from which you can also manually create, delete and
modify partitions, using shell commands.

6. If you chose ZFS, the next screen will present a series of options that allow you to
further configure your ZFS volume.

¢ Pool Type/Disks allows you to select the type of redundancy. The

default option is stripe, which provides no redundancy at all. The
mirror option provides for duplicate volumes, in which the array
continues to operate as long as one drive is functioning. The raid10
option combines mirroring and striping (it is an array of mirrored
drives). It requires at least four drives; the array continues to
operate if one drive fails; up to half the drives in the RAID can fail
so long as they aren't all from the same subset.
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¢ The next three options, raidz1, raidz2, and raidz3, are non-

standard RAID options. Like RAID levels 5 though, they achieve
redundancy through a parity stripe, although the parity stripe in
71, 72 and Z3 are dynamically sized. RAID-Z1 requires at least
three disks/volumes and allows one of them to fail without data
loss; RAID-Z2 requires four disks/volumes and allows two to fail;
RAID-Z3 requires five disks/volumes and allows three to fail.

minimum number of volumes for the configuration you selected.

0 The installer will not let you proceed unless your RAID set has the

7. If your ZFS RAID is configured correctly, the installer will next present you with
a series of ZFS-specific options. You can change the Pool Name (the default is
zroot), toggle Force 4K Sectors on or off depending on whether or not you want
sectors to align on 4K boundaries, and toggle Encrypt Disks on or off. You can
also select a partition scheme for the system.

e The default is GUID Partition Table (GPT), but the legacy Master

Boot Record (MBR) is also supported. You can set it up to boot in
BIOS mode, Unified Extensible Firmware Interface (UEFI) mode,
or, if your system supports it, both modes. UEFI-based systems, by
specification, can only boot from GPT partitions, while some BIOS-
based systems can boot from GPT partitions (and all BIOS-based
systems can boot from MBR partitions). There is also support for
the FreeBSD patch that fixes a bug that prevents GPT partitions
from booting on some Lenovo systems (GPT + Lenovo Fix). You
can also set the Swap Size, toggle Mirror Swap on or off, and
toggle Encrypt Swap on or off.

After you have made all desired modifications you can proceed;
the installer will format all selected volumes, extract the archive
files and install pfSense. You will also be given an option to open a
shell prompt to make any final modifications. Otherwise, you can
reboot the system and run the newly installed copy of pfSense.
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e If you were unable to install pfSense on to the target media, you
may have to troubleshoot your system and/or installation media. If
you are attempting to install from the CD, your optical drive may
be malfunctioning, or the CD may be faulty.

You may want to start with a known good bootable disc and see if
the system will boot off of it. If it can, then your pfSense disk may
be at fault; burning the disc again may solve the problem. If,
however, your system cannot boot off the known good disc, then
the optical drive itself, or the cables connecting the optical drive to
the motherboard, may be at fault.

¢ In some cases, however, none of the aforementioned possibilities
hold true, and it is possible that the FreeBSD boot loader will not
work on the target system. If so, then you could opt to install
pfSense on a different system.

Another possibility is to install pfSense onto a hard drive on a
separate system, then transfer the hard drive into the target system.
In order to do this, go through the installation process on another
system as you would normally until you get to the Assign
Interfaces prompt. When the installer asks if you want to assign
VLANS, type n. Type exit at the Assign Interfaces prompt to skip
the interface assignment. Proceed through the rest of the
installation; then power down the system and transfer the hard
drive to the target system. Assuming that the pfSense hard drive is
in the boot sequence, the system should boot pfSense and detect
the system's hardware correctly. Then you should be able to assign
network interfaces. The rest of the configuration can then proceed
as usual.

8. If you have not encountered any of these problems, the software should be

installed on

the target system, and you should get a dialog box telling you to

remove the CD from the optical drive tray and press Enter. The system will now
reboot, and you will be booting into your new pfSense install for the first time.

[22]



Revisiting pfSense Basics Chapter 1

pfSense configuration

If installation was successful, you should see a screen similar to the one shown in the
following screenshot:

FreeBSD-amd64 (thewookie.thewookie.duckdns.org) (ttyvd)
UirtualBox Virtual Machine - Netgate Device ID: b3bd?fcbh975chblbi74f0
=xx lWelcome to pf3ense Z.4.3-RELEASE (amd64) on thewookie ==

WAN (wan) -> embd -> vi/DHCP4: 10.0.2.15-24
LAN (lan) -» eml -> vd: 172.16.1.2/16

vh: 1234:5678:9a::1-48
OPT_WAN C(optl) -> emZ -
PFSYNC (opt2) ->» em3 -> vd: 10.9.10.10-24

Logout (SSH only) 9) pfTop

fissign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Disable Secure Shell (sshd)
Halt =system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

Enter an option: |JJ

The console menu in pfSense 2.4.3

Some of the initial configuration must be done at the console, while some aspects of the
configuration, such as VLAN and DHCP setup, can be done from either the console or the
web GUL

Configuration takes place in two phases. Some configuration must be done at the console,
including interface configuration and interface IP address assignment. Some configuration
steps, such as VLAN and DHCP setup, can be done both at the console and within the web
GUL. On initial bootup, pfSense will automatically configure the WAN and LAN interfaces,
according to the following parameters:

o Network interfaces will be assigned to device IDs em0, em1, and so on

e The WAN interface will be assigned to em0, and the LAN interface will be
assigned to em1

[23]



Revisiting pfSense Basics Chapter 1

e The WAN interface will look to an upstream DHCP server for its IP address,
while the LAN interface will initially be assigned an IP address of 192.168.1.1

You can, of course, accept these default assignments and proceed to the web GUI, but
chances are you will need to change at least some of these settings. If you need to change
interface assignments, select 1 from the menu.

Configuration from the console

On boot, you should eventually see a menu identical to the one seen on the CD version,
with the boot multi or single user options, and other options. After a timeout period, the
boot process will continue and you will get an Options menu. If the default interface
assignments are unsatisfactory, select 1 from the menu to begin interface assignment. This is
where the network cards installed in the system are given their roles as WAN, LAN, and
optional interfaces (OPT1, OPT2, and so on).

If you select this option, you will be presented with a list of network interfaces. This list
provides four pieces of information:

¢ pfSense's device name for the interface (£xp0, em1, and so on)

e The MAC address of the interface

e The link state of the interface (up if a link is detected; down otherwise)

¢ The manufacturer and model of the interface (Intel PRO 1000, for example)

As you are probably aware, generally speaking, no two network cards have the same MAC
address, so each of the interfaces in your system should have a unique MAC address.

1. To begin the configuration, select 1 and Enter for the Assign Interfaces option.
2. After that, a prompt will show up for VLAN configuration.

Firewall, and we will cover both configuration from the command line and

We will cover VLAN configuration in chapter 4, Using pfSense as a
0 web GUI VLAN configuration.

3. If you wish to set up VLANSs, see chapter 3, VLANs. Otherwise, type n and press
Enter. Keep in mind that you can always configure VLANSs later on.

4. The interfaces must be configured, and you will be prompted for the WAN
interface first.
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5. If you only configure one interface, it will be assigned to the WAN, and you will
subsequently be able to log in to pfSense through this port.

This is not what you would normally want, as the WAN port is typically
accessible from the other side of the firewall.

6. When at least one other interface is configured, you will no longer be able to log
in to pfSense from the WAN port. Unless you are using VLANS, you will have to
set up at least two network interfaces.

In pfSense, network interfaces are assigned rather cryptic device names (for example, £xp0,
eml, and so on) and it is not always easy to know which ports correspond to particular
device names. One way of solving this problem is to use the automatic interface
assignment feature.

1. To do this, unplug all network cables from the system, and then type a and press
Enter to begin auto-detection.

2. The WAN interface is the first interface to be detected, so plug a cable into the
port you intend to be the WAN interface.

The process is repeated with each successive interface.

3. The LAN interface is configured next, then each of the optional interfaces (OPT1,
OPT2).

If auto-detection does not work, or you do not want to use it, you can
always choose manual configuration. You can always reassign network
interfaces later on, so even if you make a mistake on this step, the mistake
can be easily fixed.

4. Once you have finished configuration, type y at the Do you want to proceed?
prompt, or type n and press Enter to re-assign the interfaces.

5. Option two on the menu is Set interface(s) IP address, and you will likely want
to complete this step as well. When you invoke this option, you will be prompted
to specify which interface's IP address is to be set.
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6. If you select WAN interface, you will be asked if you want to configure the IP
address via DHCP. In most scenarios, this is probably the option you want to
choose, especially if pfSense is acting as a firewall. In that case, the WAN
interface will receive an IP address from your ISP's DHCP server. For all other
interfaces (or if you choose not to use DHCP on the WAN interface), you will be
prompted to enter the interface's IPv4 address.

7. The next prompt will ask you for the subnet bit count. In most cases, you'll want
to enter 8 if you are using a Class A private address, 16 for Class B, and 24 for
Class C, but if you are using classless subnetting (for example, to divide a Class C
network into two separate networks), then you will want to set the bit count
accordingly.

8. You will also be prompted for the IPv4 gateway address (any interface with a
gateway set is a WAN, and pfSense supports multiple WANSs); if you are not
configuring the WAN interface(s), you can just hit Enter here.

9. Next, you will be prompted to provide the address, subnet bit count, and
gateway address for IPv6; if you want your network to fully utilize IPv6
addresses, you should enter them here.

The advantages of IPv6 over IPv4 will be discussed more fully in chapter 2, Advanced
pfSense Configuration.

We have now configured as much as we need to from the console (actually, we have done
more than we have to, since we really only have to configure the WAN interface from the
console). The remainder of the configuration can be done from the pfSense web GUIL

Configuration from the web GUI

The pfSense web GUI can only be accessed from another PC. If the WAN was the only
interface assigned during the initial setup, then you will be able to access pfSense through
the WAN IP address. Once one of the local interfaces is configured (typically the LAN
interface), pfSense can no longer be accessed through the WAN interface. You will,
however, be able to access pfSense from the local side of the firewall (typically through the
LAN interface). In either case, you can access the web GUI by connecting another computer
to the pfSense system, either directly (with a crossover cable) or indirectly (through a
switch), and then typing either the WAN or LAN IP address into the connected computer's
web browser.
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If you enabled the LAN interface but did not enable DHCP on LAN, or if
you are accessing the web GUI on another computer on the LAN network,
you must statically set the IP address on that computer to a valid IP
address for the LAN network (for example, if the LAN interface IP address
is192.168.1.1 and the LAN network is 192.168.1.0/24, setitto
192.168.1.2 or any number other than 1 for the last octet).

1. When you initially log in to pfSense, the default username/password combination
will be admin/pfsense, respectively.

2. On your first login, the Setup Wizard will begin automatically.
3. Click on the Next button to begin configuration.

If you need to run the Setup Wizard after your initial login, select System
0 | Setup Wizard from the top menu.

4. The first screen provides a link for information about a pfSense Gold Netgate
Global Support subscription. You can click on the link to sign up to learn more, or
click on the Next button.

5. On the next screen, you will be prompted to enter the hostname of the router as
well as the domain. Hostnames can contain letters, numbers, and hyphens, but
must begin with a letter. If you have a domain, you can enter it in the appropriate
field.

6. In the Primary DNS Server and Secondary DNS Server fields, you can enter
your DNS servers. If you are using DHCP for your WAN, you can probably leave
these fields blank, as they will usually be assigned automatically by your ISP.
However, your ISP's DNS servers may not be reliable. There are many third party
DNS servers available, including OpenDNS (208.67.220.220 and
208.67.222.222) and Google Public DNS (8.8.8.8 and 8.8.4.4). Uncheck
the Override DNS checkbox if you want to use third party DNS servers rather
than the DNS servers used by your ISP. Click on Next when finished.

7. The next screen will prompt you for the Network Time Protocol (NTP) server as
well as the local time zone. The NTP server configuration will be covered in
greater detail in the next chapter; you can keep the default value for the server
hostname for now. For the Timezone field, you should select the zone which
matches your location and click on Next.

8. The next screen of the wizard is the WAN configuration page.
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In most scenarios, you won't need to make any further changes to the WAN in comparison
to what was done at the console (at least initially; a multi-WAN setup is more involved and
will be discussed more fully in chapter 9, Multiple WANS).

If you need to make changes, however, there are several options on this page.

1. For Selected Type, you have several options, but the most commonly used
options are DHCP (the default type) or Static.

If your pfSense system is behind another firewall and it is not going to receive an
IP address from an upstream DHCP server, then you probably should choose
Static. If pfSense is going to be a perimeter firewall, however, then DHCP is
likely the correct setting, since your ISP will probably dynamically assign an IP
address (this is not always the case, as you may have an IP address statically
assigned to you by your ISP, but it is the more likely scenario).

2. The other choices are Point-to-Point Protocol over Ethernet (PPPoE) and Point-to-
Point Tunneling Protocol (PPTP). Your ISP may require that you use one of these
options for the WAN interface; if you are not sure, check with them.

3. If you selected either PPPoE or PPTP, you will have to scroll down to the
appropriate part of the page to enter parameters for these connections.

4. At a minimum, you will likely have to enter the Username and Password for
such connections. In addition, PPTP requires that you enter a local IP address and
a remote IP address.

5. The dial-on-demand checkbox for PPPoE and PPTP connections allows you to
connect to your ISP only when a user requests data that requires an internet
connection. Both PPPoE and PPTP support an Idle timeout setting, which
specifies how long the connection will be kept open after transmitting data when
this option is invoked. Leaving this field blank disables this function.

PPP (Point-to-Point Protocol) and L2TP (Layer 2 Tunneling Protocol) are
also valid choices for the WAN configuration type. However, the Setup
Wizard does not allow the user to select either of these. In order to select
PPP or L2TP, navigate to Interfaces | WAN from the top menu, and select
PPP or L2TP in either the IPv4 Configuration Type or IPv6 Configuration
Type drop-down box (or both). Setup is similar to the setup for PPPoE and
PPTP - you will have to enter a Username and Password — and in the case
of PPP, you will also have to enter your ISP's phone number in the Phone
number field.
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6.

10.

11.

12.

13.

14.

We can now turn our attention to the General Configuration section. The MAC
address field allows you to enter a MAC address that is different from the actual
MAC address of the WAN interface.

This can be useful if your ISP will not recognize an interface with a different
MAC address than the device that was previously connected, or if you want to
acquire a different IP address (changing the MAC address will cause the
upstream DHCP server to assign a different address).

If you use this option, make sure the portion of the address reserved for the
Organizationally Unique Identifier (OUI) is a valid OUI - in other words, an
OUI assigned to a network card manufacturer. (The OUI portion of the address is
the first three bytes of a MAC-48 address and the first five bytes of an EUI-48
address).

The next few fields can usually be left blank. Maximum Transmission Unit
(MTU) allows you to change the MTU size if necessary. DHCP hostname allows
you to send a hostname to your ISP when making a DHCP request, which is
useful if your ISP requires this.

The Block RFC1918 Private Networks checkbox, if checked, will block registered
private networks (as defined by RFC 1918) from connecting to the WAN
interface. The Block Bogon Networks option blocks traffic from reserved and/or
unassigned IP addresses. For the WAN interface, you should check both options
unless you have special reasons for not invoking these options. Click the Next
button when you are done.

The next screen provides fields in which you can change the LAN IP address and
subnet mask, but only if you configured the LAN interface previously.

You can keep the default, or change it to another value within the private address
blocks. You may want to choose an address range other than the very common
192.168.1.x in order to avoid a conflict.

Be aware that if you change the LAN IP address value, you will also need to
adjust your PC's IP address, or release and renew its DHCP lease when finished
with the network interface. You will also have to change the pfSense IP address
in your browser to reflect the change.

The final screen of the pfSense Setup Wizard allows you to change the admin
password, which you should do now.

Enter the password, enter it again for confirmation in the next edit box, and click
on Next.
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15.

16.

17.

Later on, you can create another administrator account with a username other
than admin and disable the admin account, for additional security, unless you
plan on setting up multiple firewalls for high availability, in which case you will
need to retain the admin account.

On the following screen, there will be a Reload button; click on Reload. This will
reload pfSense with the new changes.

Once you have completed the wizard, you should have network connectivity.
Although there are other means of making changes to pfSense's configuration, if
you want to repeat the wizard, you can do so by navigating to System | Setup
Wizard. Completion of the wizard will take you to the pfSense dashboard.

Configuring additional interfaces

By now, both the WAN and LAN interface configurations should be complete. Although
additional interface configurations can be done at the console, it can also be done (and
somewhat more conveniently so) in the web GUI.

1.

To add optional interfaces, navigate to the Interfaces | Assignments tab, which
will show a list of assigned interfaces, and at the bottom of the table, there will be
an Available network ports option.

There will be a corresponding drop-down box with a list of unassigned network
ports. These will have device names such as £xp0, em1, and so on.

To assign an unused port, select the port you want to assign from the drop-down
box, and click on the + button to the right.

The page will reload, and the new interface will be the last entry in the table. The
name of the interface will be OPTx, where x equals the number of optional
interfaces.

By clicking on interface name, you can configure the interface.

Nearly all the settings here are similar to the settings that were available on
the WAN and LAN configuration pages in the pfSense Setup Wizard.

Some of the options under the General Configuration section, that are not
available in the Setup Wizard, are MSS (Maximum Segment Size), and
Speed and duplex. Normally, MSS should remain unchanged, although you
can change this setting if your internet connection requires it.
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6. If you click on the Advanced button under Speed and duplex, a drop-down box
will appear in which you can explicitly set the speed and duplex for the interface.
Since virtually all modern network hardware has the capability of automatically
selecting the correct speed and duplex, you will probably want to leave this
unchanged.

7. The section at the bottom of the page, Reserved Networks, allows you to enable
Block private networks and loopback addresses and Block bogon networks via
their respective checkboxes. Although these options are checked by default when
configuring the WAN interface, we normally want to allow private networks on
internal interfaces, so these options are normally not enabled when configuring
non-WAN interfaces.

8. If you chose an option other than Static for the Configuration Type, then other
options will appear.

Since it is unlikely that internal interfaces will be configured as such, further discussion of
these options will take place in the next section on WAN configuration.

Additional WAN configuration

Most likely, you won't have to do any additional configuration for the WAN interface; the
configuration done in the Setup Wizard will be enough to get you started. If you need to
make changes, however, follow these steps:

1. Navigate to Interfaces | WAN in the main menu.

2. The most likely scenario is that your ISP will provide an IP address via DHCP,
but many providers will provide you with a static IP address if you require
one. In such cases, you will need to set your Configuration Type to Static and
then enter your WAN IP address and CIDR under either the Static IPv4
Configuration or Static IPv6 Configuration (or possibly both, if you plan to have
both an IPv4 and IPv6 address).

3. You will also need to specify your ISP's gateway, which you can do by clicking

on the Add a new gateway button. A dialog box will appear in which you can
enter the IP address and a description.
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4. If you have selected DHCP as the configuration type, then there are several
options in addition to the ones available in the Setup Wizard. Clicking on
the Advanced checkbox in the DHCP client configuration causes several
additional options to appear in this section of the page.

e The first is Protocol Timing, which allows you to control DHCP
protocol timings when requesting a lease. You can also choose several
presets (FreeBSD, pfSense, Clear, or Saved Cfg) using the radio
buttons on the right.

¢ There is also a Configuration Override checkbox which, if checked,
allows you to specify the absolute path to a DHCP client configuration
file in the Configuration Override File edit box. If your ISP supports
pfSense, it should be able to provide you with a valid configuration
override file.

e If the Configuration Override checkbox is not checked, there will be
three edit boxes in this section under the checkboxes. The first
is Hostname; this field is sent as a DHCP hostname and client
identifier when requesting a DHCP lease. Alias IPv4 address allows
you to enter a fixed IP address for the DHCP client. The Reject Leases
from field allows you to specify the IP address or subnet of an
upstream DHCP server to be ignored.

¢ The next section is Lease Requirements and Requests. Here you can
specify send, request, and require options when requesting a DHCP
lease. These options are useful if your ISP requires these options. The
last section is Option Modifiers, where you can add DHCP option
modifiers, which are applied to an obtained DHCP lease.

5. Starting with pfSense version 2.2.5, there is support for IPv6 with DHCP
(DHCP®). If you are running 2.2.5 or above, there will be a section on the page
called DHCP6 client configuration.

6. Similar to the configuration for IPv4 DHCP, there are checkboxes for Advanced
Configuration and Configuration Override.
7. Checking the Advanced checkbox in the heading of this section displays
the Advanced DHCP 6 options:
e If you check the Information Only checkbox on the left, pfSense will
send requests for stateless DHCPv6 information.

¢ You can specify Send and Request options, just as you can for IPv4.
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e There is also a Script field where you can enter the absolute path to a
script that will be invoked on certain conditions.

¢ The next options are for the Identity Association
Statement checkboxes. The NonTemporary Address
Allocation checkbox results in normal, that is, not temporary, IPv6
addresses to be allocated for the interface. The Prefix
Delegation checkbox causes a set of IPv6 prefixes to be allocated from
the DHCP server.

e The next set of options, Authentication Statement, allows you to
specify authentication parameters to the DHCP server.
The Authname parameter allows you to specify a string, which in turn
specifies a set of parameters.

¢ The remaining parameters are of limited usefulness in configuring a
DHCP6 client, because each has only one allowed value, and leaving
them blank will result in only the allowed value being used. If you are
curious as to what these values are here they are:

Parameter | Allowed value Description
The DHCPv6 delayed
Protocol Delayed authentication
protocol
hmac-mds, The HMAC-MD
e HJ - 5
. HMAC-MDs5, T
Algorithm authentication

hmacmds, or
algorithm
HMACMDs5

The replay protection
method; only

rdm Monocounter )
monocounter is

available
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8. Finally, Key info Statement allows you to enter a secret key. The required fields
are key id, which identifies the key, and secret, which provides the shared
secret. key name and realm are arbitrary strings and may be omitted. expire may
be used to specify an expiration time for the key, but if it is omitted, the key will
never expire.

1. If you do not check the configuration override checkbox (in which case
you will specify a configuration override file, similar to how this option
works with DHCP over IPv4), there will be several more options in this
DHCP Client Configuration section . Use IPv4 connectivity as parent
interface allows you to request an IPv6 prefix over an IPv4 link.

2. Request only an IPv6 prefix allows you to request just the prefix, not
an address. DHCPv6 Prefix Delegation size allows you to specify the
prefix length.

3. You can check the Send IPv6 prefix hint to indicate the desired prefix
length, Debug for debugging, and select Do not wait for an RA (router
advertisement) and/or Do not allow PD/Address release, if your ISP
requires it.

9. The last section on the page is identical to the interface configuration page in
the Setup Wizard, and contains the Block Private Networks and Block Bogon
Networks checkboxes.

For information on how to configure other Configuration Type options
such as PPTP and PPPoE, refer to the information about Setup Wizard
configuration under the heading Configuration from the web GUI.

General setup options

You can find several configuration options under System | General Setup. Most of these
are identical to settings that can be configured in the Setup Wizard (Hostname, Domain,
DNS servers, Timezone, and NTP server). There are two additional settings available:

1. The Language drop-down box allows you to select the web configurator
language.

2. Under the Web Configurator section, there is a Theme drop-down box that
allows you to select the theme. The default theme of pfSense is perfectly
adequate, but you can select another one here. There are several new theme
options available for version 2.4, so if you have not tried these, you may want to
do so.
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pfSense 2.3 added new options to control the look and feel of the web interface and 2.4 has
added some more; these settings are also found in the Web Configurator section of the
General Settings page:

1.

2.

The top navigation drop-down box allows you to choose whether the top
navigation scrolls with the page, or remains anchored at the top as you scroll.
The Hostname in the Menu option allows you to replace the Help menu title
with the system name or fully qualified domain name (FQDN).

The Dashboard Columns option allows you to select the number of columns on
the dashboard page (the default is 2).

The next set of options is Associated Panels Show/Hide. These options control
the appearance of certain panels on the Dashboard and System Logs page. The
options are:
¢ Available Widgets: Checking this box causes the Available
Widgets panel to appear on the Dashboard. Prior to version 2.3,
the Available Widgets panel was always visible on the Dashboard.

e Log Filter: Checking this box causes the Advanced Log Filter panel to
appear on the System Logs page. Advanced Log Filter allows you to
filter the system logs by time, process, PID, and message.

e Manage Log: Checking this box causes the Manage General Log panel
to appear on the System Logs page. The Manage General Log panel
allows you to control the display of the logs, how big the log file may
be, and the formatting of the log file, among other things.

e Monitoring Settings: Checking this box causes the Settings section to
appear on the Status | Monitoring page, which allows custom
configuration of the interactive graph on that page.

The Require State Filter checkbox, if checked, causes the state table
in Diagnostics | States to only appear if a filter is entered.

The last option on this page, Left Column Labels, allows you to select/toggle the
first item in a group by clicking on the left column if checked.
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7. The last three options on the page were added with version 2.4:
e The Alias Popups checkbox, if checked, will disable showing the
details of an alias in alias popups that appear when dragging the
mouse over an alias on the Firewall page.

¢ The Login page color drop-down box allows you to customize the
login page color; the current default color is blue.

e Finally, the Login hostname checkbox, when checked, will display the
hostname on the login page. Having the hostname on the login page
can be a helpful reminder if you are managing a large network with
several firewalls, but it also potentially gives away what network is
being secured.

8. Click on Save at the bottom of the page to save any changes.

Version 2.4.3 has added Cross-site request forgery (CSRF) protection to
0 the dashboard widgets.

Summary

The goal of this chapter was to provide a brief overview of how to get pfSense up and
running. Completion of this chapter should give you an idea of where to deploy pfSense on
your network, as well as what hardware to utilize. You should also know how to
troubleshoot common installation problems and how to do basic system configuration in
the most common deployment scenarios.

We have barely scratched the surface here, however, and in the next chapter we will cover
some of the more advanced configuration options. We will cover DHCP and DHCPv6, DNS
and Dynamic DNS, as well as other capabilities you are likely to consider utilizing, such as
captive portal, the Network Time Protocol (NTP), and the Simple Network Management
Protocol.

The learning curve becomes somewhat steeper after this chapter, but fear not: if you have a
solid understanding of computer networks and how they work, mastering pfSense can be
both educational and fun.
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Questions

Answer the following questions:

1.

10.

What term is used to refer to a network that is separate from the rest of the local
network and provides services to users outside of the local network?

What are the minimum specifications for pfSense in terms of CPU, RAM and disk
space?

How much memory does a state table entry require?

Why is it a good idea to use checksums?

What is the best filesystem choice for an organization that (a) requires support for
filesystem-level encryption and data deduplication? (b) requires maximum
backward compatibility?

Identify the two places from which interface assignment can be done in pfSense.
Identify at least four different valid configuration types for a pfSense interface.

What is the default setting for Block Private Networks and loopback
addresses (a) on the WAN interface? (b) an the LAN interface? (c) why?

Identify two places within the web GUI where the time zone can be set.
Identify at least three parameters that can be set in the Setup Wizard.

Further reading

e The official pfSense documentation wiki is a good place to get started. There you

will find a guide for downloading and installing pfSense, a features list, a
packages list and documentation for packages, as well as an FAQ document. You
can find the wiki at: https://doc.pfsense.org/index.php/Main_Page.

During the WAN and LAN configuration, you may have noticed the description
of block private addresses and loopback addresses makes reference to RFC 1918
and RFC 4193. RFC stands for Request for Comments; these are documents
published by the Internet Engineering Task Force (IETF), and in spite of their
deceptively informal title, RFCs are actually specifications and standards for
internet-related technologies. RFC 1918 and 4193, for example, describe private
addressing for IPv4 and IPv6 networks respectively. If you wish to read an RFC,
navigate to: https://tools.ietf.org/html/, which allows you to retrieve RFCs
by numbers or draft names.
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Advanced pfSense
Configuration

The information provided in the first chapter should be enough to get you started with your
pfSense router/firewall and deploy it on your network. In this chapter, we will go beyond
this basic functionality. Some of the features covered in this chapter overlap with features
provided by consumer-grade routers, and as a result you may be somewhat familiar with
configuring them. Others, however, go beyond what the typical consumer-grade router
provides.

By the end of this chapter, you should know how to configure the following pfSense
services:

Secure Shell (SSH) login

Dynamic Host Configuration Protocol (DHCP)
Domain Name System (DNS)

Dynamic DNS (DDNS)

Captive portals

Network Time Protocol (NTP)

Simple Network Management Protocol (SNMP)
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Technical requirements

You should be able to configure of all of the services listed previously with the computer
hardware listed under the Technical requirements for Chapter 1, Revisiting pfSense Basics.
Having internet access on the other side of your pfSense firewall is useful for testing
Dynamic DNS; often the easiest way to do this is with a mobile connection that provides
internet access via a network separate from your home/office broadband connection. A
wireless access point or router can be useful if you want to set up DHCP or captive portal
on a wireless network. Just remember to disable DHCP if you are using a wireless router
(put the router in wireless access point mode and let pfSense act as the DHCP server).

SSH login

In the previous chapter, we referred several times to configurations that can be done at the
pfSense console. The same functionality is available via remote SSH login, if you enable it.

1. To do so, navigate to System | Advanced. Make sure the Admin Access tab is
selected and scroll down to the Secure Shell section of the page.

2. Check the Secure Shell Server checkbox to enable SSH login.

3. If all you want to do is enable traditional login via the standard SSH port (22),
then you can click on the Save button at the bottom of the page.

4. If you want to change the login port, you can do so by entering a port number
other than 22 in the SSH port edit box. Changing the SSH port is a good
additional security measure, especially if you plan on making SSH login
accessible from the WAN side of the firewall.

5. If you set a strong password, SSH login should be pretty secure, but you can add
another layer of security by checking the Disable password login for Secure
Shell (RSA/DSA key only). If you invoke this option, you must create
authorized SSH keys for each user that requires SSH access.

6. The process for generating SSH keys differs depending on what program and OS
you use. One handy program for generating SSH keys is PuTTYgen, a companion
to the PuTTY terminal program. This program can be downloaded here: https:/
/www.chiark.greenend.org.uk/~sgtatham/putty/latest.html.

7. PuTTYgen's interface takes the form of a dialog box. In the Parameters section at
the bottom you can select the type of key to generate (select either RSA or DSA to
generate a valid SSH-2 key for pfSense) and the number of bits in the key.
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8. When you are finished setting the parameters, click the Generate button in the
Actions section to generate a public/private key pair. The program will request
that you move the mouse over the top area of the dialog box to generate some
entropy. When the key is generated, the dialog box should look similar to the
following screenshot:

E:..__----:_ Generator .
File Key Conversicns Help
Ky
Public key for pasting into OpenS5H authorized_keys file:
A
AAMABRINzaC Tyc2EAAAMBIQAAMG EAobriry Dz 9a98ig Ym X TovWr2h ED2HeE17
VIp GV T TZo9GHRYFyd Tw T4 Awpxz P 5gn 25bmkcH 1 1g+p BjulJ KDt Dasm
S0jHGcBlovd +6JWedok Lz D VevQHd 2d U 3ARIGBK
L TQ9cPW3EButn DRLG 5 3Jhe UCxVafQHMNb NBOIVIGW v
Key fingerprint: |ssh+sa 2048 ¥:02:8c:3cf0:69:db14:20:99:29:64.Te:eb:a6:88 |
Key comment: |rsa-|f.e1_.--2ﬂ'18ﬂ2ﬂ3 |
Key passphrase: | |
Confim passphrase: | |
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
RSA () DSA () ECDSA (JED25519 (C)55H-1 {RSA)
MNumber of bits in a generated key:

PuTTYgen after generating a public/private key pair

9. Click the Save private key button to save the private key; you will need this later
to log in to pfSense. Once you have saved the private key, copy the public key in
the textbox at the top of the dialog box to the clipboard.

10. The next step is to paste the public key into pfSense. From the web GUI, navigate
to System | User Manager. Scroll down to the Keys section, and paste the public
key into the Authorized SSH Keys edit box. Once you have done this, scroll to
the bottom of the page and click on Save.
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11. Now you can launch PuTTY and configure your session. Enter the IP address of
the pfSense system in the Host Name (or IP address) edit box. Enter the port in
the Port edit box. Keep the default Connection Type on SSH.

12. In the left pane, navigate to Connection | SSH | Auth (you may have to expand
Connection and SSH to reveal the Auth settings page). In the Private key for
authentication: edit box, enter the full path and filename of the private key. This
is the private key you saved previously.

13. You can now save the current configuration by clicking on Session at the top of
the left pane, typing a name into Saved Sessions and clicking on Save, or you can
just click on Open to connect to the pfSense console.

14. At the login as: prompt, type in the administrator username; the next prompt will
be for the key's passphrase. Enter the passphrase and press Enter, and you should
be logged into the console.

If you were unable to log in to the console, then you need to make sure you went through
the process correctly; namely, the following steps must have been completed:

1. Enabling SSH login in pfSense.

2. Generation of a valid SSH-2 public/private key pair.

3. Adding the public key to the list of authorized SSH keys for the administrator in
pfSense.

4. Configuring PuTTY to log into pfSense, remembering to add the private key to
the SSH authorization options.

If there was a public/private key mismatch, make sure the keys are correct and that there
aren't any additional characters or white spaces in them.

DHCP

If you only have a few devices on your network, you could easily configure them with static
IP addresses and not use a DHCP server at all. In such cases, internet connectivity will be
established more quickly, since computers on the network won't have to go through the
DHCP discovery-offer-request-acknowledge process. As the size of your network grows,
however, a DHCP server becomes essential, as keeping track of statically assigned IP
addresses will become far too cumbersome. Fortunately, configuring pfSense to act as a
DHCP server is relatively easy, and can be done from either the console or the web GUL
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DHCP configuration at the console

DHCP configuration at the console can be done with the following steps:

1.

At the console, select Set interface(s) IP address on the menu.

2. Select the interface on which you want to run the pfSense DHCP server (this is

usually a LAN, but it could be any interface other than the WAN interface). You
will be prompted for the interface's IPv4 IP address.

Type in the address (or leave the line blank for none) and press Enter.

The next prompt is for the subnet bit count. Type in the correct bit count and
press Enter.

Next, you will be prompted for the upstream gateway address. You do not need
to provide this information, so just press Enter. IPv4 address configuration is now
complete.

The next prompt will be for the IPv6 address. If you have a small network, IPv6
configuration is not necessary, although there are some advantages to IPv6
configuration, such as the ability to assign addresses automatically, enhanced
security, and even better mobility features. Enter an IPv6 address if you want to
use IPv6 on the interface.

After you enter the IPv6 address, you will be prompted to enter the subnet bit
count, so enter the bit count and press Enter. Since you don't need to specify an
upstream gateway, you can press Enter there as well.

The next two prompts will ask you whether to start the DHCP server on IPv4 and
IPv6, respectively. If you specify y for either one, you will be prompted to enter
the address range for DHCP. Here you can specify any valid address range for
your subnet. Keep in mind that you don't have to start the DHCP server for IPv6
unless you want clients to have their IPv6 addresses assigned to them. Instead,
you can utilize client address configuration.

Now that you have enabled DHCP at the console and assigned addresses ranges, you
should be able to connect to your network via DHCP. Configuring networking on the client
for DHCP will be different for each platform, but virtually all modern OSes allow you to
select either static IP assignment or DHCP (if it's not explicitly called DHCP, it will likely be
called automatic IP assignment or something like that). You may have to reset your
network connection, but once you do, the DHCP server should assign you an IP address.
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DHCP configuration in the web GUI

You can also set up your DHCP server in the web GUI, which includes many more options
than the console does.

1. Navigate to Services | DHCP Server. There will be a separate tab for each non-
WAN interface.

2. Click on the tab for the interface you want to configure. The following screenshot
shows the configuration page for the LAN interface:

Rlisense

COMMUNITY EDITION

Services / DHCP Server/ LAN CeOn=e

LAN DMZ

General Options

Enable [E) Enable DHCP server on LAN interface

BOOTP Ignore BOOTP queries
Deny unknown clients Only the clients defined below will get DHCP leases from this server.
Ignore denied clients Denied clients will be ignored rather than rejected.

This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured.

Ignore client identifiers If a client includes a unique identifier in its DHCP request, that UID will not be recorded in its lease.
This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resulting
server behavior violates the official DHCP specification

Subnet 172.16.0.0
Subnet mask 255.255.0.0

Available range 172.16.0.1-172.16.255.254
172.16.1.10 172.16.1.150

Range
From To

Additional Pools
LU 4 Add pool

f additional pools of addresses are needed inside of this subnet outside the above Range, they may be specified here.

The DHCP configuration page (for IPv4) in pfSense
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3. In the General Options section, there is an Enable checkbox, which, as you
probably guessed, enables the DHCP server on the interface.

4. There are also Range edit boxes where you can define the range of assigned
addresses. If this is all you wanted to do (which is no more than the level of
DHCP configuration the console provides), you can click on the Save button at
the bottom of the page and the DHCP server will now be up and running.

One of the options added in version 2.4, the BOOTP checkbox, if checked, will cause the
DHCEP server to ignore BOOTP queries. BOOTP is a protocol by which networks can assign
IP addresses to users. Like DHCP, it uses port 67 and port 68 to communicate. It also
predates DHCP (it was originally defined in RFC 951 in September 1985, while DHCP was
not defined until March 1997). Both BOOTP and DHCP are methods of automatic IP
assignment. However, BOOTP differs from DHCP in several significant ways:

e BOOTP uses the User Datagram Protocol (UDP), while DHCP uses
the Transport Control Protocol (TCP)

¢ BOOTP only works with IPv4 networks, while DHCP has been revised to support
IPv6 networks

e BOOTP does not support DHCP, but the reverse is true: parts of BOOTP provides
services to DHCP, and DHCP servers provide legacy BOOTP functionality

Therefore, a DHCP server will normally also act as a BOOTP server. This can be
problematic, however, because BOOTP leases do not have a maximum lease time by default
(the original definition of BOOTP does not even include the lease concept). Therefore,
BOOTP leases can easily exhaust the DHCP address pool. One possible solution is to just
ignore BOOTP queries, which may seem like overkill, but it also eliminates the possibility of
DHCP support for BOOTP ever being a problem. If you ever have problems with BOOTP
queries, you can enable this option.

1. The Ignore denied clients checkbox, if checked, will cause pfSense to ignore
denied clients rather than reject them. This, however, is not compatible with
failover, because another pfSense system in the failover group will assume that
the failure to respond to a DHCP request indicates a failure of the other system.

2. The Additional Pools section allows you to specify additional pools of addresses
outside of the range specified in General Options.

3. You add address pools by clicking on the Add pool button and entering the new
range.

4. Once a new pool has been added, it will appear under the Additional Pools
section, and you will be able to edit or delete the pool from the DHCP Server

page.
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5.

6.

You may want to set up your system so that only devices with certain MAC
addresses receive DHCP leases. If so, check the Deny unknown clients checkbox.
You will then have to scroll down to the Other Options section and click on the
Advanced button next to the MAC Address Control section.

In the MAC Allow edit box, specify the MAC addresses of the devices (as
comma-separated values with no spaces) to which you want to allow access. If

you want to deny access to certain devices, you can specify their MAC addresses
in the MAC Deny edit box.

Be aware that MAC address control only provides a minimal level of

will be locked out, but a determined hacker can easily resort to MAC
address spoofing which, as you probably know, is one of pfSense's

9 security. A user who relies on auto-configuration to connect to the internet

10.

11.

capabilities. Therefore, it's not a good idea to rely on MAC address control
as a security measure.

There may be devices on your network (for example, file servers and
printers) which need to have the same IP address at all times. For these
devices, you can rely on static mappings.

If you scroll down to the bottom of the page, you will find a section labeled
DHCP Static Mappings for this Interface. Following this heading and to the
right, there will be an Add button which will launch a page on which you can
add a mapping.

The first setting on this page is MAC Address. Here, you must enter the MAC
address of the device which is to receive a static mapping.

To the right of the MAC Address edit box, there is a Copy My MAC button that
will copy the MAC address of the device currently being used to connect to
pfSense; this is provided for your convenience.

The MAC address is the only field you must enter. If this is all you enter, this
MAC address will be added to the list of allowed MAC addresses for the DHCP

server. To obtain a static mapping for this device, you need to enter an IP address
in the IP Address field.

single IP address. Version 2.4.3 fixed this bug, and this is now possible.

0 A bug in pfSense prevented multiple MAC addresses being mapped to a
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12.

13.

14.

15.

16.

17.

There is also a Hostname field, in which you can specify the hostname, minus the
domain. This field is optional, but, if specified, will be forwarded to the DNS
server to help identify the client.
Another optional field is Description, which just allows you to enter a text
description of the static mapping.
The Client Identifier field allows you to enter a client identifier string which will
then be sent to the DHCP server. If the client identifier is specified, this identifier,
along with the assigned network address, will be used by the DHCP server to
identify the client, per RFC 2131. The Client Identifier field allows you to enter a
client identifier string which, when specified, is used along with the assigned
network address by the DHCP server to identify the client, per RFCs 2131 and
6842.
In the Servers section, you can specify both WINS servers and DNS servers.
WINS servers provide Windows with a means of mapping NetBIOS names to
network addresses. If you don't have a WINS server on your network, you can
leave this blank.
e The DNS Servers fields need not be filled in most cases. If these fields
are left blank and the DNS forwarder is enabled, pfSense will
automatically assign itself as the DNS server for client PCs.

e If the DNS forwarder is disabled and these fields are left blank, the
default DNS servers specified in System | General Setup will be used.
There are, however, circumstances in which you may want to override
either the default DNS servers or the DNS forwarder:

e When you need to specify custom DNS servers (for
example, an Active Directory configuration in which
Active Directory has its own DNS servers)

e If you are using the Common Address Redundancy
Protocol (CARP) in conjunction with the DNS
forwarder, you should specify the CARP IP here.

If you want to register the client with a DDNS server, you can enter this
information by scrolling down to Dynamic DNS and clicking on the Advanced
button.

The Enable registration of DHCP client names in DNS checkbox enables DNS
registration. If you want to enable DDNS registration, you must fill in the DDNS
Domain field. There are also fields for the primary domain name server IP
address, as well as the DDNS key name and key secret.

[46]



Advanced pfSense Configuration Chapter 2

With the release of version 2.4.3, several options have been added to the
DHCP Dynamic DNS options. The DDNS Hostnames checkbox, if
enabled, will force the dynamic DNS hostname to be the same as the
configured hostname for static mappings, rather than the hostname
supplied by the DHCP client. The key algorithm drop-down box provides
several options for the server key encryption algorithm. HMAC-SHA512
is the most secure of these options. The DDNS Client Updates drop-down
box provides options controlling who is allowed to update DNS. If it is set
to Allow, the client is allowed to update DNS; the DHCP server is
prevented from updating forward entries. If it is set to Deny, the DHCP
server will do the updates and the client will not. If it is set to Ignore, then
the DHCP server will do the update, but the client can also attempt an
update, usually using a different domain name.

DHCPvV6 configuration in the web GUI

As with DHCP configuration on IPv4 networks, DHCP configuration on an IPv6 network
(DHCPv6) has many options. The DHCPv6 configuration page combines DHCPv6 and
router advertisement configuration. This section will focus on options that are only
available with DHCPv6 rather than options that are present in both DHCP and DHCPv6.

To configure DHCPv6, navigate to Services | DHCPv6/RA. Under DHCPv6 Options, there
are several useful settings. The purpose of the Prefix Delegation Range option, as the name
implies, is to delegate to clients the ability to act as DHCPv6 servers. This is done by
assigning portions of the subnet to them. To illustrate this, consider one of the common
IPv6 prefix examples: £d12:3456:78:9a: : with a subnet mask of 48. The remaining bits
are available for delegation, so we have an available range of £d12:3456:789a:: to
1234:5678:9a: ffff:ffff:fEfff:fEff: ffff. We can delegate any subset of this range.
The prefix delegation size indicates the CIDR of the client's subnets. It must be on the
boundaries of the range indicated in the DHCPv6 Prefix Delegation Size.

In our previous example, we had a ULA with a prefix of £d12:3456:789%a::/48.If we
wanted our clients to receive portions of the subnet, then we could set a Prefix Delegation
Range of £d12:3456:789a:0000:: to £d12:3456:789a:££00: : with a Prefix
Delegation Size of 56. This would provide a maximum of 256 blocks of addresses to be
delegated.
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discouraged, since features such as stateless address autoconfiguration

While it is possible to use a prefix longer than 64 bits, doing so is
8 (SLAAC) depend on the DHCPv6 server advertising a prefix of 64 bits.

There is another tab on this page for Router Advertisements (RA). This enables an IPv6-
capable router to advertise its presence to other routers, and keep other nodes informed of
any changes in the network.

Understanding the RA configuration options requires an understanding of the RA flags.
Two flags that are in every RA packet are the M flag and the 0 flag. The M flag stands for
managed address configuration and it informs the host receiving the packet that there is a
DHCPvV6 server available and that the host should get its IPv6 address from this server. If
the M flag is set to zero, then it means that the host should not look for a DHCPv6 server.
The o flag stands for other configuration and it tells the host that it should get other
configuration information (for example, DNS) from the DHCP server.

In addition, many packets have an L flag and an A flag. The L flag tells the host that other
devices with the same prefix as the prefix contained in the RA packet are on the same
subnet. Therefore, they should communicate at the switch level and not send every packet
to the router. The 2 flag tells the host to use the prefix inside the RA packet and the host's
own MAC address to generate its own IPv6 address. Thus the host should use SLAAC.

With this in mind, here is how these flag settings correspond to the router mode options:

Mflag|o flag| L flag | A flag
Router Only 0 0 0 0
Unmanaged 0 0 1 1
Managed 1 1 1 0
Assisted 1 1 1 1
Stateless DHCP | 0 1 1 1

In addition to these options, there is also a Disabled option to completely disable router
advertisements.

Most modern operating systems support both SLAAC and DHCPv®6, so you should be able
to choose either Unmanaged or Managed in most cases. If you are not sure which modes
are supported on your systems, you can choose Assisted mode.
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The Default valid lifetime field defines the length of time in seconds that the prefix is valid
for the purpose of on-link determination. The Default preferred lifetime field defines the
length of time in seconds that the addresses generated from the prefix via SLAAC remain
preferred. The defaults are 86,400 seconds and 14,400 seconds, respectively.

The RA Subnets field allows you to specify subnets on which RA will take place. If no
subnet is specified, the RA daemon will advertise on the subnet to which the router's
interface is assigned. You must specify both the subnet and the CIDR mask. This option
allows you to perform RA only on selected subnets.

The DNS Servers section allows you to specify different DNS servers than the default ones
(the interface IP if DNS Forwarder or Resolver is enabled, or the servers configured on the
General page if neither of these is enabled). In the Domain search list, you can specify an
optional list, and there is also a Use same settings as DHCPv6 server checkbox if you just
want the RA daemon to use the same DNS servers specified on the DHCPv®6 tab.

DHCP and DHCPV6 relay

Especially in larger networks, it is possible that you don't want to run the DHCP server on
your system, but instead want to pass on DHCP requests to another server. In this case, you
can use the pfSense DHCP relay, which can be found by navigating to Services | DHCP
Relay. In order to use DHCP Relay, the DHCP server must be disabled on all interfaces.
Note, however, that the DHCPv6 server may still be enabled. The converse is also true: in
order to use DHCPv6 Relay, you must disable the DHCPv6 server on all interfaces, but you
do not have to disable the DHCP server.

disabled, and if you enable the DHCPv6 server, the DHCPv6 relay will be

If you later enable the DHCP server, the DHCP relay will be automatically
0 disabled.

To enable to DHCP relay, refer to the following steps:

1. To enable the DHCP relay, check the Enable checkbox.

2. There is also an Interface(s) list box where you can select the interfaces on which
the DHCP relay will be enabled. If you want the DHCP relay to append the
circuit ID (the pfSense interface number) and the agent ID, you should check the
Append circuit ID and agent ID to requests checkbox.
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3. The Destination server edit box allows you to specify the IP address of the
DHCP server. You can specify more than one IP address; you can use the Add
and Delete buttons to add/delete entries.

Relay. The settings for the DHCPv6 relay are identical to the settings for

The DHCPV6 relay can be enabled by navigating to Services | DHCPv6
0 the DHCP relay.

DHCP and DHCPv6 leases

If you want to see what DHCP leases have been issued, navigate to Status | DHCP Leases.
This page offers several pieces of information about active and inactive leases:

e The IP address of the lease.

e The MAC address of the client that has received the lease.

¢ The hostname of the client.

¢ A description of the client, if one is available.

o The start and end time of the lease.

e Whether the client is online, and the type of lease: static, active, inactive. Static is
for statically mapped DHCP leases; active and inactive is for dynamically

allocated leases. Active denotes those clients that are using their leases, while
inactive is for inactive clients whose DHCP leases have not yet expired.

To find out what DHCPv6 leases have been issued, navigate to Status | DHCPv6 Leases.
All of the information about DHCP leases that the DHCP Leases page contains is contained
on the DHCPv6 Leases page with respect to DHCPv6 leases. The leases table also has two
additional fields. IAID is each lease's Identity Association ID. An Identity Association (IA)
is a collection of addresses assigned to a client, and each IA has its own ID — the IAID.
DUID is the DHCP Unique Identifier, which is a globally unique identifier each DHCPv6
client and server has for identification purposes.

There is a second table on this page called delegated prefixes. The purpose of this table is to
list all prefixes that have been assigned to clients, so they can act as routers. Once again, the
IAID and DUID are present in the table, as well as the start and end time of the delegation,
and the state of the delegation. Note that a client must request a delegation from pfSense
before it appears in this table.
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DNS

It seems only appropriate that we should follow up a lengthy discussion on how to
configure pfSense to handle the task of granting hosts IP addresses with a discussion on
how to configure pfSense to handle the service that maps hostnames to IP addresses, thus
making the internet much more user friendly. You may never have the occasion to set up
your own DNS server, but there are compelling reasons to do so. Having your own DNS
server can reduce administrative overhead and improve the speed of DNS queries,
especially as your network grows. Moreover, the ease with which a DNS server can be set
up with pfSense makes it that much more appealing.

It should be noted that pfSense has two separate services for DNS. Prior to version 2.2, DNS
services were configurable via Services | DNS Forwarder, which invokes the dnsmasq
daemon. For version 2.2 and later, unbound is the default DNS resolver, and it is
configurable by navigating to Services | DNS Resolver. New installs of version 2.2 or
greater, have DNS resolver enabled by default, while upgrades from earlier versions will
have DNS forwarder enabled by default. You can still use DNS forwarder on newer
versions, but if you do, you will have to disable DNS resolver or change the port settings for
it. By default, both DNS forwarder and DNS resolver are configured to bind to port 53, and
both services cannot bind to the same port.

DNS resolver

Since DNS resolver is the default resolver in the current version of pfSense, we will begin by
looking at the options available for it.

General Settings

The first tab is labeled General Settings, and the first section on the page is General DNS
Resolver Options. The first option is Enable, which enables Unbound, and is checked by
default. The next option is Listen Port, which allows you to set the port used for responding
to DNS queries. The default port is port 53 (DNS traditionally uses port 53 and the UDP,
although DNS also uses TCP for responses larger than a datagram, including DNSSEC and
some IPv6 lookups, so take this into account when creating firewall rules for DNS).
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The Network Interfaces list box allows you to select which interface IPs are used by
Unbound to respond to queries from clients. Queries to interfaces not selected are
discarded. If Unbound is enabled, however, you must select either All or localhost for this
option. The Outgoing Network Interfaces list box allows you to choose which network
interfaces the DNS resolver may use to send queries to authoritative servers and receive
their replies.

When there is no domain match from local data, System Domain Local Zone Type
determines how the DNS resolver handles the query. There are several options available in
this drop-down box:

e Deny: The DNS resolver will only answer the query if there is a match in the local
data. If there is no such match, then the query will be dropped silently.

¢ Refuse: This option is similar to Deny, except that when there is no match from
the local data, the rcode REFUSED will be returned, so the client knows the query
was refused.

e Static: The DNS resolver looks for a match in the local data. If there is no match,
it returns nodata or nxdomain, but it will also return the Start of Authority
(SOA) for the root domain, provided that such information exists in the local
data.

e Transparent: The DNS resolver will answer the query from local data if there is
match. If there is no match in local data, the query will be passed on to upstream
DNS servers. If there is a match in the local data, but the type of data for which
the query is being made does not exist in the local data, then the DNS resolver
will return a noerror/nodata message.

e Type Transparent: This option is similar to Transparent, but in cases in which
there is a match in the local data but the type of data being asked for does not
exist, the DNS resolver will pass the query on to upstream DNS servers.

¢ Redirect: The DNS resolver will attempt to answer the query from local data. If
there is no local data other than the zone name, the query will be redirected.

¢ Inform: Identical to Transparent, except that the client IP address and port
number will also be logged.

¢ Inform/Deny: Identical to Deny, except that the query will be logged.
¢ No Default: Default contents for AS112 zones will not be returned by queries.
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Enable DNSSEC support

The next option, enabled by default, is Enable DNSSEC Support. DNSSEC is a means of
protecting DNS data from attacks which use forged or manipulated DNS data, such as DNS
cache poisoning. If you enable it and the upstream DNS server to which you will be
forwarding DNS requests does not support DNSSEC, however, DNS resolution may not
work.

The Enable Forwarding Mode checkbox allows you to control whether Unbound will
query root servers directly (if this option is unchecked) or if queries will be forwarded to the
upstream DNS servers. You should only enable this option if the upstream DNS servers are
trusted. If you have enabled DNSSEC support, and you consider this to be important, you
should also make sure the upstream DNS servers provide DNSSEC support. Forwarding
mode is necessary if you are using a multi-WAN configuration which does not have default
gateway switching.

The Register DHCP leases in the DNS Resolver option allows you to register DHCP static
mappings. This in turn enables the resolving of hostnames that have been assigned IP
addresses by the DHCP server. The Register DHCP static mappings in the DNS Resolver
option is similar to the Register DHCP leases in the DNS Resolver option, except the
former allows you to register DHCP static mappings instead of DHCP leases. The

Display Custom Options button reveals a textbox when you click on it. You can enter any
additional parameters here.

Host Overrides and Domain Overrides

The next two sections are Host Overrides and Domain Overrides. Host Overrides allows
you to configure a specific hostname to resolve differently than it otherwise would with the
DNS servers being used by the DNS forwarder. This can be used for split DNS
configurations; it also provides one possible way of blocking access to certain sites
(although the user could always defeat this measure by simply entering the correct IP
address of the target domain).

Domain Overrides is similar, except that it allows you to specify a different DNS server to
use when resolving a specific domain. This can be useful in certain scenarios; for example, if
you have a Windows Active Directory configuration and DNS queries for Active Directory,
servers must be directed to Active Directory's DNS server.
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The next tab is Advanced Settings. We will not cover all the settings that are configurable in
this section, but here are some of the more interesting settings:

e Prefetch DNS Key Support: Enabling this option causes DNS keys to be fetched
earlier in the validation process, thus lowering the latency of requests (but
increasing CPU usage).

e Message Cache Size: This controls the size of the message cache, which stores
DNS response codes and validation statuses. The default size is 4 MB.

e Experimental Bit 0x20 Support: The small bit size (16 bits) of a DNS transaction
ID makes it a frequent target for forgery, which creates a security risk. One of the
ways of improving the security of DNS transactions is to randomize the 0x20 bit
in an ASCII letter of a question name. For example, the names
www.mydomain.comand WWW.MYDOMAIN.COM will be treated the same by a
requester, but could be treated as unequal by a responder. It can thus serve as a
sort of covert encryption channel and make DNS transactions more secure.

Access Lists

The final tab is Access Lists, which enables you to allow or deny access to your network's
DNS servers for specified blocks of network addresses (known as netblocks). This can be
useful if you need to grant access to them for remote users (such as users connecting
through a VPN), or to deny access to certain local netblocks. You can add an access list
entry by clicking on the green +Add down button and to the right of the access list table.

The first option is the Access List name, in which you can specify a name for the access list.
The next option is the Action drop-down box, in which you can specify what to do with
DNS queries that originate on the netblock defined by this access list entry. The options are
as follows:

¢ Deny: Stops queries from the defined netblock. Queries are dropped silently.

e Refuse: Stops queries from the defined netblock. Instead of dropping the query
silently, it sends back a DNS rcode REFUSED.

e Allow: Allows queries from hosts within the defined netblock.

¢ Allow Snoop: Similar to Allow, but allows both recursive and non-recursive
access from hosts within the defined netblock. This should only be configured for
the administrator for such uses as troubleshooting.
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The Description field allows you to enter a (non-parsed) description. Finally, the Networks
field is where you enter the netblock (subnet) on which the access list takes effect. You must
also select the CIDR of the subnet in the adjacent drop-down box. To the right, you can
enter a description of this netblock. You can add the newly defined access list by pressing
the green Add Network button at the bottom of the page.

DNS forwarder

Although the DNS resolver is the default DNS service in pfSense 2.2 and later, you can use
DNS forwarder instead.

1.

To do so, navigate to Services | DNS Forwarder and click on the Enable DNS
forwarder checkbox (make sure to disable DNS resolver first). Many of the
settings for DNS forwarder are identical to the DNS resolver settings. In this
section, we will focus on the settings which are unique to DNS forwarder.

As with the DNS resolver, you can register DHCP leases and static mappings, but
there is also an option called resolve DHCP mappings first.

Invoking this option causes the DHCP mappings to be resolved before the names
provided in the Host Overrides and Domain Overrides tables.

The DNS Query Forwarding section has several unique options. The Query DNS
servers sequentially checkbox, as the name implies, causes the DNS servers
specified on the General Setup page to be queried sequentially instead of being
queried at the same time.

The Require domain checkbox will drop DNS queries from upstream servers if
they do not contain a domain (in other words, queries for plain names). The Do
not forward private reverse lookups option, if enabled, results in the DNS
forwarder not forwarding reverse lookups for RFC 1918 private addresses
(10.0.0.0 addresses, 172.16.0.0t0172.31.0.0 addresses, and 192.168.0.0
addresses).

The Strict interface binding checkbox causes the DNS forwarder to only bind to
the IP addresses of interfaces selected in the Interfaces list box. If this option is
not enabled, DNS forwarder will bind to all interfaces. Some of the settings
available in the DNS resolver are also available in the DNS forwarder, such as the
ability to set the port for resolving DNS queries, and the ability to bind only to
selected interfaces.

One significant limitation of the DNS forwarder is that strict interface binding does not
work with IPv6 addresses. As with the DNS resolver, the DNS forwarder allows you to add
Host Overrides and Domain Overrides, and there is a field for Custom Options as well.
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DNS firewall rules

After you have been diligent enough to configure pfSense to act as a DNS server, it would
be a shame if end users on your network could circumvent pfSense and specify whatever
DNS server they want. Yet that's exactly what most modern OS allow the end user to do.
Thus, even if we have set up pfSense to act as the DNS server for the local network, the
user's computer will bypass pfSense and go directly to 8. 8. 4. 4. Other than the fact that the
user is subverting the policy we were trying to enforce, this is bad for a number of reasons:

e Every time the user accesses a site that requires a new DNS lookup, his computer
will only cache the results on his computer. If the user had used pfSense as his
DNS server, the results of the lookup would be cached on the pfSense system,
and therefore would be available to everyone else on the local network.

e The user could specify a DNS server whose security has been compromised, and
his computer would now be vulnerable to DNS cache poisoning and other
attacks.

Fortunately, there are ways of preventing this sort of end user behavior. Although we have
not covered firewall rules yet, it might prove useful to demonstrate how such rules can be
used to block users from manually specifying a DNS server.

We know that DNS uses port 53 to communicate, so rules blocking or allowing port 53
traffic is what we need. Specifically, we need the following;:

e A rule allowing port 53 traffic on the LAN network whose destination is a LAN
node
e A rule blocking all other port 53 traffic on the LAN network

We begin by creating the rule allowing port 53 traffic to a LAN node:

1. Using the top menu in the web GUI, navigate to Firewall | Rules and click on the
LAN tab.

2. There should already be at least two rules there: default Allow LAN to any rules
for IPv4 and IPv6 respectively. Since firewall rules are applied from top to bottom
with the first rule encountered that applies to the traffic being applied, we want
to create a rule above those rules. Otherwise, pfSense will apply one of the Allow
LAN to any rules first to the DNS traffic, which will defeat the purpose of our
rule. Therefore, we click on the green Add button with an up arrow next to create
a rule at the top of the list.
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3. We want this rule to allow traffic, so we leave the Action set to Pass.

4. We know that DNS traffic uses the UDP protocol, so we set Protocol to UDP.

5. Scrolling down, we leave the Source set to Any, but we want to change the
Destination to LAN address. We want to change the Destination port range to
port 53, and we can do that either by selecting it in the From drop-down box, or
by just typing 53 into the first Custom edit box. You can enter a brief description
in the Description edit box (example, Allow DNS to LAN nodes) and then click

on the Save button, which will return us to the main Firewall page and the rules
table for LAN.

We still need a rule to block all other DNS traffic. Actually, what we will be doing is
creating a rule that blocks all DNS traffic on the LAN network and placing it after the rule
we just created so that all DNS traffic on the LAN network whose destination is not a LAN
address will be blocked. It will be easiest to just modify the rule we just created.

1. So, navigate to the rule we just created in the table, and under the Actions
column, click on the icon that looks like two sheets of paper to copy the rule. This
will create a duplicate of the rule which we can now modify.

2. Change Action to either Block or Reject, and change Destination to Any. You
probably also want to change the Description (for example, Block all DNS).
That is all you need to do, so you can click on Save.

3. When you return to the main Firewall page, make sure that the rule for allowing
DN traffic to a LAN node comes before the block DNS rule. If the order is
incorrect, you can drag and drop the rules until they are in the correct order.

4. When you are done, click on the green Apply Changes button at the top right of
the page.

You probably want to confirm that the rules we added do what they are supposed to do, so
go ahead and use nslookup to try to look up a domain name using a different server. The
nslookup utility is available on Linux, Windows, and mac OS, and by specifying a domain
name as the first parameter and a DNS server as the second parameter, you can bypass the
default DNS server. For example:

nslookup packtpub.com 8.8.4.4

Will do a DNS lookup for packtpub using one of the Google DNS servers. If the rules we
created work, this should fail, while invoking the same command while omitting the second
parameter (so nslookup will use the default DNS server) should work.
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These rules can be fairly effective in preventing the end user from bypassing the pfSense
DNS server, but there are at least two major flaws:

¢ The rules only apply to the LAN network. On a larger network, there will be
several network segments. We will want a means of applying these rules to more
than one network.

e The end user can still defeat the rules we created by connecting to a VPN.

We will revisit these issues in chapter 4, Using pfSense as a Firewall.

DDNS

Although DNS changes propagate through networks relatively quickly, the distributed
nature of DNS and the fact that it is not fully automated means that it may take several
hours to distribute a DNS change. While this is adequate for a service that only changes its
IP address infrequently, it can be a problem if your IP address changes more often. For
example, if you are running a server on an ISP that assigns IP addresses via DHCP, your
public IP address will likely change more frequently. This is where DDNS, which provides
a means of rapidly updating DNS information, comes in handy.

DDNS actually refers to two separate services. The first involves using a client to push the
DNS change out to a remote DNS server. The second involves updating traditional DNS
records without manually editing them (this mechanism is specified by the IETF's RFC
2136). pfSense provides the ability to configure clients for use with both services, and we
will cover both of them.

DDNS updating

DDNS updating without RFC 2136 can be configured by navigating to Services | Dynamic
DNS and clicking on the Dynamic DNS tab (the first tab). This tab will show you a table
with all the DDNS clients that have been added.

To utilize DDNS, you must first find someone that provides DDNS services. Your ISP may
provide DDNS services; if not, there are several organizations that provide DDNS services
for a variety of costs (some provide them for free). Cost, ease of use, and the existence of
additional security features (such as invisible domains) are all factors you might consider
when choosing a service.
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Once you have chosen a DDNS service, you can begin the configuration process from your
DDNS service's website. First, you will need to create at least one (sub) domain. Here we
can see one such domain configuration page; this one is from the DuckDNS website. Once
you have created a domain, you need to find out the username and password (if any) that
are required for the service, as well as the update URL. You should be able to find this
information on the service's website.

Once you have this information, you can go back to the Dynamic DNS page in the pfSense
web GUI, make sure you have selected the Dynamic DNS tab, and click on the green +Add
button to add a DNS client. This will launch the client configuration page.

The first option on the page is the Disable this client checkbox. This allows you to enter the
client information without activating DDNS. The Service Type drop-down box allows you
to select your service from a number of options; many DDNS service providers are listed
here (in some cases, there are multiple listings for the same provider). Select your provider
here; if there is more than one listing for your provider, check your provider's website for
guidance on which option to choose. If your provider is not listed, you can select Custom.

Note that if you select Custom, several options will appear below the Service Type drop-
down box that would not appear otherwise. The Enable verbose logging checkbox, if
checked, provides more detailed logging information. Normally, if both IPv4 and IPv6
addresses are enabled, IPv6 addresses will be preferred, but if you want IPv4 resolution
instead, you can check the Force IPv4 resolving checkbox. Finally, Verify SSL peer will
cause libcurl to verify peer certificates, thus providing the greatest possible level of security
on SSL/TLS connections between pfSense and the DDNS provider.

If you do not select Custom, then the next option will be the Interface to monitor drop-
down box. In virtually all cases, this should be set to WAN. In the Hostname edit box, you
need to enter the fully qualified hostname of the hostname you added on your service
provider's website. The MX edit box allows you to add an IP address of a mail server. Not
all services allow you to set up a separate mail server, but if yours does, this is where you
would specify it. The Enable Wildcard checkbox, if checked, causes anything typed before
your domain name to resolve to your domain name: for example, if your domain name is
mydomain.duckdns.org, www. mydomain.duckdns.org will resolve to
mydomain.duckdns.org. The Enable verbose logging option provides for a more verbose
level of logging, which can be helpful in troubleshooting.
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Finally, the Username and Password fields are where you enter the username and
password combination you got from your DDNS provider's website. You may be able to
leave these fields empty; in other cases, you may have to enter an API user/ key
combination or some other key or token. Finally, in the Description field you can enter a
brief description. Press the Save button at the bottom of the page to save the client
information. This should return you to the page with the DDNS client table, and the entry
you just made should be in the table.

Once you have entered the DNS client information, you still need a means of sending out
DNS changes to your DDNS provider. This often comes in the form of updater software
that must be run on one of your computers. Once the software is installed, the parameters
that you must enter may include such things as:

e The domain which you want to update
¢ A token or some other kind of identifier
o The refresh interval (5 minutes, 10 minutes, and so on)

The software may also provide a means of forcing an update, so that when your WAN
address changes, you don't have to wait for the automatic update. Your DDNS provider
will have more detailed information on how to install and configure your updater software.

RFC 2136 updating

The other form of DDNS supported by pfSense is RFC 2136 updating. This form of DDNS is
more like traditional DNS, and is the standardized method of dynamically updating DNS
records. It offers the following advantages over the DDNS method described in the
previous section:

e More secure: RFC 2136 uses Transaction Signature (TSIG), which uses shared
secret keys and one-way hashing in order to provide a cryptographically secure
means of authenticating DNS updates.

¢ Good for enterprises: RFC 2136 is supported by many enterprise-level
applications, including such directory services as LDAP and Windows' Active
Directory. It is also supported by BIND servers and Windows Server DNS
servers.

¢ Standardized: Whereas the DDNS services described in the last section often
must be configured in different ways depending on which provider you use, all
systems that utilize RFC 2136 are following the same standard; thus,
configuration is somewhat easier.
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There are also some disadvantages to using RFC 2136. Wildcarding is not supported by this
standard. Also, there does not seem to be a means of forcing updates, so it may take
somewhat longer for updates to take effect.

1.

You can get started with RFC 2136 configuration by navigating to Services |
Dynamic DNS and clicking on the RFC 2136 tab. You will see an RFC 2136 client
table which is similar to the table on the Dynamic DNS tab.

Click on the green +Add button down and to the right of the table to add a client.
While the DDNS client configuration page had a Disable checkbox, the RFC
client configuration page starts off with an Enable checkbox that you must check
for this client to be enabled.

The next option is the Interface drop-down box. The selected interface should
almost always be WAN.

Next is Hostname, in which you must enter the fully qualified domain name of
the host to be updated.

After that there is TTL, which controls how long the DNS record to be updated
should be cached by caching name servers. You will likely want to make this a
relatively small number (smaller than the traditional 86,400 seconds), as this
parameter controls how long a DNS server could be showing the old value after
an update.

The next value is Key Name, which is whatever name you gave the key when
you created it on your DNS server. Usually it is identical to the fully qualified
domain name. The Key Type value must match the type of the key specified in
Key Name; usually you can specify Host as the option.

Version 2.4.3 has removed the Key Type option and has added a Key

algorithm (HMAC-SHA512 is the most secure of the options). The Key

@ algorithm drop-down box in which you can select the key encryption

8.

9.

10.

field should be the secret key generated when you created the specified
key.

In the Server field, you must specify the IP address of the DNS server the client
will be updating.

The next option is the Use TCP instead of UDP checkbox. DNS uses TCP for
zone transfers and for queries larger than 512 bytes and UDP for name queries, so
in most cases, you should leave this unchecked. If you are updating a zone
record, however, you will want to check this box. You should probably check this
box, especially if you are using DNSSEC and/or IPvé6.

The Use public IP checkbox will attempt to use the public IP address to fetch if
the DNS server's IP address is private.
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11. The Record Type option allows you to specify whether the client should update
A records (for IPv4), AAAA records (for IPv6), or both.

12. Finally, in Description you can enter a brief (non-parsed) description of this
entry. Click on the Save button to save the entry, and you should be returned to
the client table with the new entry in the table.

Troubleshooting DDNS

If you tried to implement dynamic DNS but it is not working, there are several potential
causes. If you are using DDNS via a DDNS provider, you should confirm that you set up
the domain correctly and also confirm that your provider's service works with pfSense.
Once you have done that, you should go through the client configuration step by step.
Many DDNS providers have instructions for different routers, including pfSense routers,
and if such instructions are available, you should follow them. Also, make sure you have
installed and configured your provider's updater software correctly. If you have gone
through all of these steps and DDNS is still not working, you may want to contact your
provider's technical support, if such support is available.

Captive portal

Businesses providing internet access for customers (usually via a wireless connection) is
something that has become ubiquitous. Consequently, network administrators need a form
of access control that covers such scenarios. You may want to redirect users to a login page
to control access. Even if you don't want to require authentication, you may still want to
redirect users to a page containing your terms of service. In such cases, you can utilize
pfSense's captive portal service. Captive portal can be used to redirect wireless users to a
login page, and it can also be used for wired users. Earlier versions of pfSense were limited
to use of one interface on your firewall, but the current version allows you to enable captive
portal on multiple interfaces.

Implementing captive portal

To get started implementing a captive portal on your network, perform the following steps:

1. Navigate to Services | Captive Portal. This page displays a table with all of the
defined captive portal zones. There is a green +Add button down and to the right
of the table; pressing this button allows you to add a zone.
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2. When you add a zone, you are initially directed to the Add Zone page. Here you
are required to enter Zone Name, which can only contain letters, digits, and
underscores. You can also enter a brief (non-parsed) description in the
Description field. Enter this information and press the Continue button.

3. Now we will be directed to the Configuration page, where we are presented with
a warning which contains the following information:

¢ Make sure you enable the DHCP server on the captive portal
interface

¢ Make sure the maximum DHCP lease time is longer than the
captive portal hard timeout

e Make sure the DNS forwarder or DNS resolver is enabled, or DNS
lookups will not work for unauthenticated clients

4. To begin configuration, check the Enable Captive Portal checkbox. Once this box
is checked, the other options will appear on the page.

5. We will begin by considering the options that must be changed in order for
captive portal to work. You must select at least one interface on which the captive
portal will be enabled, and you can do this in the Interfaces list box. The first
option is the Interfaces drop-down box, in which you select the interface on
which captive portal will be enabled. In most scenarios where you are setting up
a captive portal, you probably want to have a separate interface or interfaces for
captive portal users.

6. Next, scroll down to the Authentication section. Here you must select an
authentication method: No Authentication, Local User Manager/Vouchers, or
RADIUS Authentication:

e If No Authentication is selected, the captive portal user will not be
prompted for a username and password or a voucher code—usually at
most they will be required to accept the network's terms of service.

¢ Local User Manager/Vouchers covers the cases in which pfSense will
handle authentication. Either the user will be prompted for a
username/password combination for a user who was previously
entered into the pfSense user manager, or the user will be prompted
for a voucher code that was generated by pfSense.

¢ In the case of RADIUS Authentication, the authentication will be done
by an external RADIUS server. This will be covered in detail in a
subsection, but we will note that if you choose this option, at a
minimum you will have to enter the RADIUS protocol and the IP
address of the primary RADIUS server.

[63]



Advanced pfSense Configuration Chapter 2

The next section is HTML Page Contents. At a minimum, you will probably find it
necessary to replace the portal page, contents page, and to upload a portal page that is
appropriate for the type of authentication you selected. If you are not requiring
authentication, all you need is a form with a Submit button and a hidden field with the
name redirurl and the value $PORTAL_REDIRURLS. If you require authentication, then
you need to have either auth_user and auth_pass or auth_voucher (or both if you
support both username/password login and vouchers).

The pages you uploaded may contain images, and as you probably guessed, you're going to
need a means of uploading these images. This is what the File Manager tab is for. Any files
you upload via this tab with the filename prefix of captiveportal- will be made available in
the root directory of the captive portal server. This is useful if you have files which you
want to reference in your portal page (for example, a company logo). In addition, you can
upload PHP files for execution. The total size limit for all files uploaded via this tab is 1 MB.

1. To add a file, click on the +Add button, which is below the Installed Files table
and to the right. This loads a separate page where you can upload the file.

2. Click on the Browse button to launch a file dialog box.

3. Select a file, click on the Open button in the file dialog box, and then click on the
Upload button.

User manager authentication

If you chose No Authentication, then you have configured as much as is necessary to get
captive portal up and running. If you chose one of the other options, however, you need to
configure some form of authentication:

1. If you want to utilize the user manager, navigate to Services | User Manager.
You will then need to add as many users as you need to for captive portal access.

2. It might also be a good idea to set up a separate group for captive portal users,
and you can do that by clicking on the Groups tab.

3. Once there, you can click on the +Add button on the right side of the page below
the table to add a group.
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4. There is a single section on this page titled Group Properties, and in this section,
you need to enter a Group Name. You can also enter a description in the
Description field. In the Group membership list boxes, you can add other
groups to which you want members of the new group to belong. Once you are
done, press the Save button.

5. We still haven't assigned captive portal privileges to the newly created group, so
once you are redirected to the table, find the group in the table and, under the
Actions column, click on the Edit group icon (the pencil).

6. Once again, the Group Properties section is there, but underneath it is a section
called Assigned Privileges where, as you probably guessed, you can assign
privileges to the group.

7. Clicking on the Add button will enable you to add privileges. This will load a
page with a list box with many options; for this group we want to select User —
Services: Captive Portal login. Select this and click on the Save button at the
bottom of the page. This will take you back to the previous page, so you need to
click on the Save button on that page, which will return you to the main Groups
page. We have created a group with captive portal login privileges.

8. Now you need to go back to the Users tab and add users to the group that you
created in the previous step by pressing the +Add button, adding information for
each user, pressing the Save button, and repeating the process for as many users
as you need to add. At a minimum, you need to enter a username and password
for each user, and make the user a member of the new group. There are also
options to create a user certificate, add an SSH key (so the user can connect to
pfSense via SSH without entering a username/password combination), and a field
for an IPsec pre-shared key.

9. Now that we have created some captive portal user accounts, we can return to
the Captive Portal configuration. Note that below the radio buttons where we
select the authentication mention, if Local User Manager/Vouchers is selected,
there is an Allow only users with "Captive Portal login" privilege set checkbox.
Although this checkbox is selected by default, when we click on the Local User
Manager/Vouchers radio button, we can uncheck it, thus eliminating the need to
create a group with this privilege added to it.

Voucher authentication

You can also use vouchers for authentication. This is done by clicking on the Vouchers tab
under Captive Portal. This page has two sections: Voucher Rolls, which shows any existing
vouchers, and Create, Generate and Activate Rolls with Vouchers.

[65]



Advanced pfSense Configuration Chapter 2

The Enable checkbox, when checked, begins the process of creating vouchers. The next two
fields are for the Voucher Public Key and the Voucher Private Key. Here, you should paste
an RSA public key and RSA private key (64 bits or smaller). The next field is Character set;
this defines the characters contained in the generated tickets. You can probably keep the
default value. The # of Roll Bits field reserves a range in each voucher to store the roll
number to which it belongs. The # of Ticket Bits field reserves a range in each voucher to
store the ticket number to which it belongs. Finally, the # of Checksum Bits field reserves a
range in each voucher to store a checksum over the roll number and ticket number. The
sum of roll, ticket, and checksum bits must be one less bit than the RSA public/private key.

The Magic number field defines a magic number to be stored in each voucher, that is only
stored if there are bits left over in the roll, ticket, and checksum bits. The Invalid voucher
message and Expired voucher message fields define messages to display when the voucher
is invalid and expired, respectively.

The Voucher Database Synchronization section of the page allows you to enter the master
voucher database ID, sync port, and username/password combination. If this node is the
master voucher database node, or if it will be the only node using vouchers, you can leave
these fields blank. Press the Save button at the bottom of the page when you are done.

When the Voucher page reloads, there will be a new section at the top of the page called
Voucher Rolls. You can generate new voucher rolls by pressing the +Add button below the
table on the right side. There are fields for the Roll # (the number found on top of the
generated vouchers), the Minutes per ticket (the time in minutes a user is allowed access),
and Count (the number of vouchers generated). There is also a Comment field where you
can enter a non-parsed comment. When you have filled out these fields, press the Save
button.

When you return to the main Voucher page, the newly created voucher roll will be listed in
the table at the top. Under the Action column, you can click on the export vouchers icon
(the sheet) to download the voucher roll as a . csv file. The file contains a series of vouchers
that can be used for captive portal authentication. In order to accept captive portal login via
vouchers, your portal login page must include the following field: <input
name="auth_voucher" type="text">.
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RADIUS authentication

The third authentication option is RADIUS Authentication. Remote Authentication Dial-
In User Service (RADIUS) provides a means of centralized authentication, authorization,
and accounting for network users. To use RADIUS to authenticate captive portal users, you
must have a RADIUS server. It is beyond the scope of this book to explain how to configure
a RADIUS server, but we will cover some of the more important RADIUS options on the
Captive Portal Configuration page.

pfSense supports several protocols for sending and receiving data from the RADIUS server.
Password Authentication Protocol (PAP), Challenge Handshake Authentication Protocol
(CHAP), MS-CHAPv1, and MS-CHAPV?2 are all supported. You can supply a primary
authentication source and secondary authentication source, each of these having a primary
RADIUS server and secondary RADIUS server. You can supply an IP address, port, and
shared secret for each. Entering an IP address for each RADIUS server used is required. If
the RADIUS port field is left blank, pfSense will use the default RADIUS port. Entering
RADIUS shared secret is not required, but is recommended.

One of the authentication options under RADIUS Options is the Reauthenticate connected
users every minute checkbox. If this option is enabled, pfSense will send access-requests to
RADIUS for each user every minute. If an access-reject is received for any user on one of
these requests, the user is disconnected from the captive portal immediately. There is also
an option called RADIUS MAC Authentication. Checking this box will cause RADIUS to
try to authenticate captive portal users by sending their MAC address as the username and
the MAC authentication secret, specified in the next edit box, as the password.

Other settings

The preceding guide should be enough to get captive portal running on your network.
There are, however, many other settings on the captive portal configuration. Most of them
can be kept at their default settings most of the time, but in certain circumstances they can
be altered to ensure the captive portal works smoothly.

On the main captive portal configuration page under the Interfaces list box is the
Maximum concurrent connections edit box. This setting controls not how many users can
be logged into the captive portal, but rather how many concurrent connections are allowed
per IP address.
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The next two settings are Idle Timeout (Minutes) which controls how long it is before an
idle client is disconnected, while Hard Timeout (Minutes) controls how long it is before a
client is disconnected even if they are active. Both settings are optional and leaving them
blank disables them. Applying a timeout for idle clients is a good way to prevent
exhaustion of the DHCP pool.

The next setting is the Pass-through credits per MAC address edit box. Entering a number
here allows a client to pass through the captive portal this number of times without being
directed to the captive portal page. Once this number is exceeded, the user is directed to the
captive portal login page again. As the name implies, this is done on a per-MAC address
basis.

The Reset waiting period checkbox, if checked, will result in the waiting period on login
attempts being imposed on clients whose pass-through credits have been exhausted. If not
checked, such users will be allowed to log in again immediately. The Logout popup
window checkbox, if checked, will display a pop-up logout page when the users initially
pass through the captive portal. This can be used to allow users to explicitly log out, but it
also can be used if you want to display a page informing the user that they have
successfully passed through the captive portal.

HTTPS Options initially has a single option: the Enable HTTPS login checkbox, which
when checked, will cause the captive portal username and password, over an HTTPS
connection, to take advantage of the SSL encryption such a connection provides. If this box
is checked you must provide the HTTPS server name and the SSL certificate. The server
name should match the Common Name (CN) in your certificate.

By default, when HTTPS login is enabled, clients can connect to the captive portal via
HTTPS. You can prevent this by checking the Disable HTTPS Forwards checkbox, in which
case attempts to connect to port 443 sites will not be forwarded to the captive portal. Users
will then have to attempt a connection to port 80 to get forwarded to the captive portal.

There are several other options on other tabs worth mentioning. The MACs tab allows you
to control access to the captive portal based on MAC addresses. Clicking the +Add button
on this page allows you to add a MAC address. Once you do this, you will be at the Edit
MAC Address Rules page. Here you can specify a MAC address (the button to the right of
this option allows you to copy your MAC). The Action drop-down box allows you to
choose what to do with traffic from this MAC address (the options are Pass and Block). You
can also specify Bandwidth up and Bandwidth down limitations for the MAC address (in
kbit/s), as well as a non-parsed description in the Description field.
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The Allowed IP Addresses tab allows you to control captive portal access by IP address.
Clicking on the +Add button on this page takes you to the Edit Captive Portal IP Rule page.
At a minimum, you must enter the IP address and the CIDR of the address. You can also
specify the direction of the access. From allows access from the client IP through the captive
portal. To allows access from all the clients behind the portal to the IP. The Both option
allows traffic in both directions. As with MAC addresses, you can specify Bandwidth

up and Bandwidth down for the specified IP address.

The Allowed Hostnames tab allows you to control captive portal access based on
hostname. Again, the +Add button on this tab allows you to add entries. You need to enter a
hostname in the Hostname field, and, as with Allowed IP Addresses, you can control the
direction of the access, as well as Bandwidth up and Bandwidth down. You may also enter
a non-parsed description in the Description field.

Troubleshooting captive portal

pfSense's captive portal service has many options, which means that there are many more
things that can go wrong with captive portal access. We can divide these issues into two
general categories:

¢ Authentication issues (client cannot authenticate, even with seemingly valid
credentials)

e Client can establish a captive portal connection, but some other aspect of the
service is not working (for example, DNS is not functioning, websites are
blocked, and so on)

We will first consider authentication issues. The authentication options are Local User
Manager/Vouchers and RADIUS Authentication. If you are using the local user manager,
you should confirm that you have created the user accounts correctly and, if Allow only
users/groups with "Captive portal login" privilege set is checked, you should confirm that
the users have this privilege. You can, of course, disable this option and see if the users can
connect to troubleshoot the issue. If you are using vouchers to authenticate, you should
confirm that your captive portal login page has <input name="auth_voucher"
type="text"> for entering the voucher.
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One possible issue that might arise is that you are trying to use MAC addresses for
authentication, but the captive portal service cannot confirm that the MAC address is
correct. This could happen if there is a router between the captive portal client and pfSense,
and this issue could occur both in cases where a RADIUS server is being used for
authentication, and without a RADIUS server. For troubleshooting, you might try allowing
users access by IP address and see if this works. If it does, there's a good chance pfSense is
unable to confirm the MAC address.

One other possibility is that the user is trying to access the captive portal page through
HTTPS, but your captive portal zone is only configured for HTTP access. In this case, the
solution is for the user to try again with HTTP at the beginning of the URL.

One problem that has been reported is that sometimes, when using captive portal on a
VLAN, the captive portal page will not load. This apparently happens when the parent
interface of the VLAN is also being used as a separate interface on pfSense. To prevent this
problem, when a parent interface is partitioned into VLANs (VLAN1, VLAN2, and so on),
the parent interface (for example, OPT1) should not be used separately; only the VLANs
should be used.

If a RADIUS server is being used for authentication, then the problem could be either a
client or server issue. The RADIUS server may be misconfigured, or it may be down
entirely. If you have confirmed that the RADIUS server is functioning properly, the
problem may be an incorrect configuration of pfSense. The log files can be helpful in further
pinpointing the exact problem. Navigate to Status | System Logs and click on the Captive
Portal Auth tab. If pfSense cannot connect to the RADIUS server at all, you should check
the IP address/port settings for the RADIUS servers, as well as the shared secret.

The second category of issues is when the user is able to pass through the captive portal, but
there are other issues. For example, the user may be having DNS issues. Once again, a good
indication that a problem is related to DNS is when you can ping the IP address of a site,
but you cannot ping the hostname. DNS is likely not functioning if pinging a valid
hostname (for example, https://www.google.com) returns the following result:

ping: unknown host google.com

If it looks like DNS resolution is the problem, you should check to make sure either DNS
forwarder or DNS resolver is running, but not both. If you have confirmed that one of these
is running and you are still having problems, the issue may be a DNS server that is down or
is not configured properly.
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If the user cannot access certain websites, the problem may be that the firewall or proxy
server has blocked access to the site. You should navigate to Firewall | Rules and check to
see if there are any rules for the captive portal interface that might block access. Proxy
servers usually have the capability of blocking websites, so if you are running one, you will
want to check the settings for the proxy server. We will cover both firewall rules and proxy
servers in greater depth in future chapters.

NTP

NTP is an application layer protocol that controls the synchronization of various devices
over the internet to within a few milliseconds of Coordinated Universal Time (CUT). NTP
is hierarchical, with servers organized into different strata. At stratum 0 are high-precision
time devices such as atomic clocks. At stratum 1 are computers that are synchronized
within a few microseconds to their directly connected stratum 0 devices. At stratum 2 are
computers that are directly connected to stratum 1 computers, and so on. Synchronization is
achieved by adjusting the system time based on an offset. The offset is calculated by taking
an average of the differences of the timestamps on request and response packets between
the client and the server. The clock frequency is then adjusted to reduce the offset gradually,
and the newly adjusted clock provides timestamps for the next request and response
packets, creating a feedback loop known as clock discipline.

NTP is often overlooked, mainly because it does its job and in pfSense, it requires minimal
configuration. You may recall that in the Setup Wizard, you were asked to specify a time
server, but a default time server was provided. Many users will give no further thought to
NTP configuration. You may, however, have reason to deviate from the default settings:

* Your pfSense system may be involved in validating certificates as part of a PKI
infrastructure, in which case time synchronization is essential

* You may be running pfSense on an embedded system which does not have a
battery to preserve the time and date settings

e Even if you don't fall into either of these categories, maintaining the proper time
is still important, since it determines the timestamp on logs
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pfSense's NTP service provides for synchronization via a conventional NTP server, as well
as from Global Positioning System (GPS) devices and Pulse Per Second (PPS) devices. We
will cover all of these methods in this section. The following are the steps:

1. Navigate to Services | NTP, as shown in the following screenshot:

UNITY EDITION

Services/ NTP/ Settings colnEe

Settings ACLs Serial GPS PPS

NTP Server Configuration

Interface WAN
LAN

nterfaces without an IP address will not be shown,
Selecting no interfaces will listen on all interfaces with a wildcard
Selecting all interfaces will explicitly listen on only the interfaces/IPs specified.

Time Servers 0.pfsense.pool.ntp.org [x]

I + Add

NTP will anly sync if a majority of the servers agree on the time. For best results you should configure between 3 and 5 servers (NTP support pages
recommend at least 4 or 5), or a pool. If only one server is configured, it will be believed, and if 2 servers are configured and they disagree, neither will be
believed. Options:

Prefer - NTP should favor the use of this server more than all others.

No Select - NTP should not use this server for time, but stats for this server will be collected and displayed.

Is a Pool - this entry is a pool of NTP servers and not a single address. This is assumed for *.pool.ntp.org

Prefer No Select s a Pool

Orphan Mode
Orphan mode allows the system clock to be used when no other clocks are available. The number here specifies the stratum reported during orphan
mode and should normally be set to a number high enough to insure that any other servers available to clients are preferred over this server (default.
12)
NTP Graphs Enable RRD graphs of NTP statistics (default: disabled).

The NTP settings page.

2. The NTP page has three tabs and the first (and default) tab is Settings. The first
option on this page is the Interfaces list box, in which you can select the
interfaces on which the NTP service will listen. The default setting is to listen on
all interfaces, but since the NTP server is probably upstream, you can select WAN
as the only interface on which to listen (or multiple WAN interfaces if you have
them).

3. The next option is Time Servers.
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4.

10.

11.

12.

13.

14.

15.

16.

The time server you specified when you initially configured the system will be
listed here, but you can also specify additional servers by clicking on the Add
button.

You need to specify the hostname. You can optionally check either the Prefer or
No Select option.

Prefer indicates that the NTP services should favor this server over all others.

No Select indicates that NTP should not use this server for time, but it will collect
and display stats from the server.

You can check more than one Prefer checkbox, but when you save the settings,
only the first Prefer checkbox on the list that you checked will remain checked.

The Orphan Mode option allows pfSense to use the system clock when no other
clocks are available.

The number entered in this edit box specifies the stratum reported during orphan
mode. You might recall that stratum indicates how close the computer is to a
high-precision time device; higher numbers indicate that the device is further
away from such a device and thus have a lower priority. Whatever number you
set here should be high enough to ensure that all other servers are preferred over
this server. The default is 12.

The NTP Graphs checkbox, if enabled, generates round-robin database (RRD)
graphs of NTP data.

You can view these graphs by navigating to Status | RRD Graphs and clicking
on the NTP tab.

The next two subsections involve logging options. Log peer messages, if enabled,
logs messages between the NTP client and server, while Log system messages
logs other messages generated by the NTP service.

Log reference clock statistics logs statistics generated by reference clocks, which
are generally radio time code receivers synchronized to standard time (for
example, a GPS or PPS device).

Log clock discipline statistics logs statistics related to the clock synchronization

process, while log NTP peer statistics logs statistics related to NTP client/server
communication.

The next subsection is Access Restrictions, and it contains a number of important
options. The first option is Enable Kiss-o'death packets. When checked, this
enables the client to receive kiss-of-death packets, which are packets sent by the
NTP server to tell the client to stop sending packets that violate server access
controls. This in turn will cause the client to stop sending data to the server.
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17.

18.

19.

20.

21.

22.

The next option is Deny state modifications by ntpq and ntpdc. The ntpdc
daemon queries the ntpd daemon about its current state and then requests
changes to that state. If this option is checked (the default), then ntpdc's change
requests will be denied.

The next two options are inverses of each other: Disable ntpq and ntpdc queries
and Disable all except ntpq and ntpdc queries. Deny packets that attempt a
peer association, if checked, will block any peer associations that are not
explicitly configured.

Finally, Deny mode 6 control message/trap service, if enabled, will decline to
provide mode 6 control message trap service to hosts. This service is a subsystem
of mode 6, which is intended for use for remote event logging.

The final option on this page is Leap seconds which have been implemented to
keep UTC close to mean solar time, and are added to UTC on an average of one
per 18 months. This option allows the NTP service to advertise an upcoming leap
second addition or subtraction.

You must add a leap second configuration routine in order to do this; it can be
pasted into an available edit box or uploaded in a file. Configuring this option is
only important if your NTP server is a strata 1 server, in which case it likely has
other NTP servers making queries to it.

When you have finished configuring these options, you can press the Save button
at the bottom of the page.

If configuring all these options doesn't provide enough accuracy for you, you can always
connect either a GPS or a PPS device to the serial port and use it as a reference clock. Also, if
the GPS device supports PPS, it may be used as a PPS clock reference. Using a USB GPS is
not recommended owing to USB bus timing issues; however, a USB GPS device may work.
You can configure a GPS device by following points:

1.

2.

Clicking on the GPS tab. The first option is the GPS Type drop-down box, which
lets you select a predefined configuration.

If your GPS type is listed in the box, you should select that type. If it is not listed,
you should select Generic. Selecting Default is not recommended.

The next option is the NMEA Sentences list box. NMEA defines an electrical and
data specification for communication between marine electronics; GPS is but one
of the types of devices that utilize it. There are different NMEA sentence types,
and they are listed in this list box.

If you know what sentence type your device uses, you can select it here;
otherwise, you can leave it set to All.
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5.

6.

10.

11.

12.

13.
14.

15.

16.

17.

The Fudge Time 1 edit box allows you to specify a GPS PPS signal offset, while
Fudge Time 2 allows you to specify the GPS time offset.

The Stratum edit box allows you to set the GPS clock stratum. Normally you
would probably want to set it to 0 (and that is the default value), but you can
change it here if you want ntpd to prefer a different clock.

There are several flags you can set. Prefer this clock, as the name implies, causes
the GPS clock to be preferred over all other clocks.

If you went through the trouble of setting up a GPS clock, you probably want to
use it, but if you don't, you can check the Do not use this clock, display for
reference only checkbox.

The Enable PPS signal processing checkbox, if enabled, treats the GPS as a PPS
device.

By default, PPS processing occurs on the rising edge of the pulse, but checking
Enable falling edge PPS signal processing will cause processing to occur on the
falling edge.

The Enable kernel PPS clock discipline checkbox, if checked, will result in NTP
using the ppsu driver, which reduces incidental jitter sometimes associated with
PPS clocks. Normally, the GPS will send location data to ntpd, but if you check
the Obscure location in timestamp checkbox, it won't.

Finally, if you need to fine-tune the GPS time offset (Fudge Time 2), you may
want to check the Log the sub-second fraction of the received timestamp
checkbox.

In the Clock ID edit box, you can enter a GPS clock ID.

If the Advanced button in the GPS Initialization subsection is clicked, you will
see the GPS initialization commands, and you will also be able to edit them.

Finally, NMEA Checksum allows you to calculate an NMEA checksum by
entering an NMEA command string and pressing the Calculate button. The
result will appear in the box to the right of the Calculate button.

When you are done making changes, press the Save button at the bottom of the
page.

If you have a serial PPS device such as a radio that receives WWYV (time) signals,

you can configure it as follows:
1. Click on the PPS tab.
2. The first option on this page is the Fudge Time edit box, which is used
to specify the PPS signal offset.
3. In the Stratum edit box, you can enter the PPS clock stratum. As with
GPS devices, you probably want to leave it at 0 (the default), but you
can change it here.
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4. The first two flags, Enable falling edge PPS signal processing and
Enable kernel PPS clock discipline, are identical to the flags available
on the GPS tab. The only unique flag on this tab is the Record a
timestamp once for each second option, which is useful in
constructing frequency deviation plots.

5. The last option is the Clock ID edit box, which is identical to the same
option on the GPS tab and simply allows you to change the PPS clock
ID. When you are done making changes, click on the Save button at the
bottom of the page.

SNMP

SNMP is another application layer protocol supported by pfSense. SNMP collects and
organizes information about managed devices, and is often used for monitoring network
devices. SNMP-managed networks consist of managed devices, software running on the
managed devices (known as agents), and software running on the manager, known as a
network management station (NMS). The management data is organized hierarchically in
structures known as management information bases (MIBs).

Enabling SNMP in pfSense will allow it to act as a network management station, and this in
turn will enable you to monitor network traffic and flows, pfSense queues, as well as system
information (for example, CPU, memory, and disk usage). It is also capable of running traps
on managed devices that are triggered by certain events. SNMP is implemented under
pfSense with the bsnmpd service. It contains the most basic MIBs available, but it can be
extended by loadable modules.

are batched in order to avoid sending multiple emails in a short period of

Version 2.4.3 has changed SNMP notification handling so that notifications
0 time.

1. To activate the SNMP daemon, navigate to Services | SNMP and check the
Enable checkbox under the SNMP Daemon section. You can run SNMP without
changing any of the defaults, but you should review the options before
continuing.

2. The second section is SNMP Daemon Settings, and the first option under it is the
Polling Port edit box. The default port is 161 (the standard port for SNMP), but
you can change it if necessary.
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3.

4.

You can enter an optional System Location and System Contact in the next two
edit boxes.

In the Read Community String edit box, you can enter a passphrase that will be
required by all hosts querying the SNMP daemon. You should enter a strong
passphrase here.

The next section is SNMP Traps Enable, under which there is an Enable
checkbox for enabling traps. Checking this box reveals the SNMP Trap Settings
section with several trap options.

In the Trap server edit box, you should enter the hostname or IP address of the
trap server. In the Trap Server Port, you can enter the port where the traps will
be received. The default is 162, but if your SNMP trap receiver is on a different
port, you can change it here. The SNMP Trap String field is a string that will be
sent along with any generated trap.

Under the SNMP Modules section, you can choose which modules to run. The choices are
as follows:

MIBII: This provides information provided in the management information base
tree (defined by RFC 1213), which covers networking information and
networking interfaces. This module will allow you to query network interface
information.

Netgraph: This module provides some netgraph-related information. Netgraph is
a graph-based kernel networking subsystem that is a part of FreeBSD.

PF: This provides information about pfSense, including the rules, states, interface
information, tables, and so on.

Host Resources: A module that provides additional information from the MIB
tree (for example, system uptime, the amount of physical memory, and so on).

UCD: A module which implements parts of the UCD-SNMP-MIB toolkit. It
allows you to get memory, load average, and CPU usage, among other things.

Regex: A module which produces counters from logs or other text files.

The last section of the page, Interface Binding, has only one option: the Interface Binding
drop-down box, which determines which interfaces on which the SNMP daemon is
listening. The default is All, but you can select a single interface on which to listen (or
localhost). Selecting multiple interfaces without using the All option is not supported.
When you have finished making changes, click on the Save button at the bottom of the

page.
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Summary

In this chapter, we covered several useful services that are available with pfSense. SSH
login, DHCP, DDNS, and DNS are four services that you will probably want to implement
at some point, even if you are using pfSense in a home or SOHO environment. The
remaining services—captive portal, NTP, and SNMP—are services you might not be likely
to implement unless you are using pfSense in a corporate environment. Nonetheless, it's a
good idea to have a working knowledge of these services.

In the upcoming chapters, you will learn how to further unleash the power of pfSense, with
an eye towards making our networks more robust and scalable. One of the ways we can
make our networks more scalable is by implementing VLANSs, and we will examine that in
the next chapter.

Questions

Answer the following questions:

1. (a) What transport layer protocol does DHCP use? (b) What ports does DHCP
use? (c) What transport layer protocol does BOOTP use? (d) What ports does
BOOTP use?

2. What are the Router Advertisement (RA) flag settings that correspond to
enabling Stateless DHCP (also known as SLAAC)?

What are the two services pfSense has for DNS?
(a) What transport layer protocol does DNS use? (b) What port does DNS use?
What advantage does DDNS have over traditional DNS services?

What are the three types of authentication that pfSense's captive portal service
supports?

AN L

7. What field must exist in the captive portal login page if voucher authentication is
supported?

8. Name a device that can be connected to the serial port to attain greater time
accuracy than NTP normally would provide.

9. What are management information bases (MIBs)?
10. What is the default port for SNMP?
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The networks we have contemplated so far have been relatively simple networks with two
interfaces (WAN and LAN). As our networks get larger, we have two primary concerns.
The first is the increase in broadcast traffic (packets received by every node on the network).
The second is the need to segregate network traffic based on management and/or security
concerns.

One way of solving these issues is to divide our networks into different segments. For
example, in a corporate network we may have different subnets for the engineering
department, the sales department, and so on. The problem with this approach is that it does
not scale well in the traditional networking paradigm. Each subnet requires a separate
physical interface, and there is a limit to how many physical interfaces we can place in a
single router.

A better solution is to decouple the physical organization of our network from the logical
organization of it. Virtual LANs accomplish this objective. By attaching a special header to
an Ethernet frame (known as an 802.1Q tag, named after the IEEE standard that defines
VLAN:Ss), we can accomplish two feats we could not otherwise do: single interfaces can now
support multiple networks; also, networks can now span multiple interfaces (less common,
but possible).

In addition, VLANSs provide some advantages over traditional networks. With VLANS, if a
user moves from one location to another, the user's computer's network settings do not
have to be reconfigured—the user just needs to connect to a switch port that supports the
VLAN of which the user is a member. Conversely, if the user changes their job function,
they do not need to move; they only need to join a different VLAN which contains the
resources they need to access. Moreover, since broadcast traffic is confined to a single
VLAN, it is significantly reduced, cutting down on unnecessary network traffic and
improving security, since it is less likely a user can eavesdrop on network traffic not
intended for that user.
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In this chapter, we will consider some concrete examples of how VLANSs can be used to
improve network design. We will then cover VLAN configuration within pfSense, and also
discuss VLAN switch configuration as well as troubleshooting.

Completing this chapter will enable you to master the following topics:

e Basic VLAN concepts

VLAN configuration at the console
VLAN configuration in the web GUI
VLAN configuration at the switch
Troubleshooting VLAN’s

Technical requirements

To work through the examples in this chapter, you will need a working pfSense system
with at least one optional interface. To actually implement a working VLAN, you will need
a managed switch as well. The TP-Link TL-SG108E, which is used for the first example in
this chapter, is an example of a relatively low-cost SOHO managed switch. Cisco managed
switches are often found in corporate environments and are generally more expensive,
although they can often be purchased used at a reasonable price.

Basic VLAN concepts

Before we consider the technical aspects of VLANS, it might be helpful to consider an
example network, step back and consider how it might be implemented using a traditional
networking model, then consider how the same network might be implemented with
VLAN:Ss to provide a more concrete illustration of their advantages.

Example 1 - developers and engineering

To illustrate the usefulness of VLANS, let's consider the simple case of a mid-sized company
that has a software department and an engineering department. The software department
occupies floors one and three, while the engineering department occupies floors two and
four, and each floor has its own wiring closet with a switch connected to the company
router.
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Let's also assume that we want to have separate networks for software developers and
engineers, so that the developers can communicate with each other via the developers'
network, and the engineers can communicate with each other via the engineering network,
but the developers shouldn't be able to access the engineering network and engineers
shouldn't be able to access the developers' network. The following diagram shows this
setup:

ENGINEERING 2
4 E
DEVELOPERS 2 i
[—
COMPANY
ISP ROUTER
|

B B B
-

Without VLANsS

A possible method of segmenting our network using traditional network interfaces

As you can see, accomplishing our goal of having separate networks for developers and
engineers in a traditional network is somewhat difficult. The developers are not all on the
same interface, and neither are the engineers. One possibility is to continue having a subnet
for each floor: we could call the first floor network DEVELOPERS], the second floor
network ENGINEERING], the third floor network DEVELOPERS2, and the fourth floor
network ENGINEERING2. Then we set up firewall rules to allow DEVELOPERST1 to
access DEVELOPERS2 and vice versa, and do the same for ENGINEERING1 and
ENGINEERING2. This would be the easiest way of segregating the developers from the
engineers with the current setup, but it still falls short of our goal of having one network for
developers and one for engineers. What we have actually done is set up two network
groupings with two networks in each of them. Moreover, if our setup gets more complex
(for example, in addition to the first four floors, we add developers and engineers to the
fifth floor), it is going to be challenging to reconfigure our network.
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Another possibility is to connect the first and third floor switches, and connect the second
and fourth floor switches. In this scenario, each network has two switches, one of which is
directly connected to the company router. The second switch will be connected to the first
switch via the uplink port. As a result, the two switches will be on the same network, and
we will achieve our goal of having separate networks for the developers and engineering.
There are, however, some problems with this configuration:

e We will have to run cabling between the first and second switches for the
developers' and engineering networks. In a small office, this may not be a big
problem. For example, assume that in our hypothetical network in the preceding
diagram the company router is on the second floor of the building, in the same
wiring closet as the ENGINEERING1 switch. The engineering network requires
no additional cabling, as we can just disconnect ENGINEERING2 from the
router and connect it to ENGINEERING1 (which will remain connected directly
to the router). Thus, all we need to do is run cabling between DEVELOPERS1
and DEVELOPERS2. Nevertheless, it is not difficult to see how this is not a very
scalable configuration. If we double or triple the number of floors in our
hypothetical, we can see how the time and cost of running additional cabling can
add up.

e This solution is not very flexible, either. For example, if the company decides to
move some of the developers onto the fourth floor, we will have to either put
them on the same switch as the engineers (in which case they won't be on the
developers' network), or we will have to add another switch for the developers.

Now, let's consider how we would go about setting up different developer and engineering
networks using VLANSs. Again, each floor will have its own switch, except that the switch
will be a managed switch, capable of processing VLAN traffic. There will be trunk lines
connecting each switch with the switch on the floor above it (except for the fourth floor
switch) and the floor below it (except for the first floor). The switch on the first floor will be
connected via the trunk port to the company router. Again, we have a diagram of this
configuration, as follows:
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With VLANS

Our new and improved network, now with VLANs

The cost of setting up this VLAN may initially be higher, because we have to use managed
switches, whereas in the non-VLAN scenario, we could have used unmanaged switches,
which are typically cheaper than managed switches (although we will likely save some
money on cabling). Our network is now much more scalable than before, as adding another
floor to the network only requires (in addition to cabling to each node) an additional switch
and trunk cabling to the switch on the previous floor. Moreover, on a managed switch, we
can configure individual ports, so if management decides to move the software
development and engineering departments around, we can just reconfigure ports on the
switches. For a relatively small network, the benefits might not be that significant. But as
you might have gathered, as our networks get bigger, using VLANs makes the task of
configuring and maintaining networks much easier. And as we shall see later in the chapter,
technologies such as Cisco's VLAN trunking protocol make administration even easier.

[83]



VLANs Chapter 3

Example 2 - loT network

Another example of judicious use of VLANSs takes place when we consider accommodating
IoT devices. IoT devices are devices embedded with electronics that enable them to connect
to the internet and exchange data. An IoT device could be a heart monitor, an automobile,
or even something as simple as a thermometer. These provide seemingly endless
opportunities to integrate real world devices with computer networks, but they also,
unsurprisingly, raise numerous security issues. It is not without reason that the IoT has
come to be referred to as, somewhat humorously, as the internet of insecure things.

It is beyond the scope of this chapter to cover all of the security issues raised by IoT devices
(for example, data privacy, the possibility that these devices could be hacked for malicious
purposes, and the need to update the firmware on these devices). Even if you diligently
secure all your IoT devices, however, you likely will not want to place these devices on your
LAN network. Placing them in a DMZ network might seem like the prudent thing to do,
and it is a good idea. It will prevent a hacker who compromises the security of a single IoT
device from easily gaining access to the LAN:

INTERNET
ISP
-
SECONDARY SECONDARY SECONDARY

1oT VLAMI-PORT 1 VLANI-PORT 2 w| ANI-PORT 2

o 55 3

UNI
LAN LAN NODE 1 LAN NODE 2 LAN NODE 3

Network with loT VLAN

Using VLANS to secure the internet of insecure things
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The one weakness of this approach, however, is that the hacker potentially could find other
devices on the DMZ/IoT network, thus leaving them vulnerable to attack. We can mitigate
this with by creating private VLANs (PVLANSs), in which a subset of ports on a VLAN are
isolated and are only permitted to communicate with an uplink port. In the IoT VLAN
diagram shown, each IoT device is placed on a separate I-Port (I stands for isolated). I-Ports
are only permitted to communicate with an uplink (also known as P-Ports, with the P
standing for promiscuous); therefore, each IoT device can communicate only with its uplink
and cannot communicate with the other IoT devices. However, if two or more IoT devices
need to communicate with each other, we can designate these ports as C-Ports (C stands for
community) and place them in the same community VLAN, in which case they will be able
to communicate with other devices on the community VLAN and the VLAN's uplink, but
not with I-Ports (or, for that matter, other community VLANS).

To summarize the most obvious advantages of VLANSs, we have:

e The ability to easily segregate network traffic into different broadcast domains,
which decreases bandwidth utilization and improves network performance

e Increased security from being able to easily segregate network traffic—even if
two nodes are on the same switch, if they are on separate VLANSs, they cannot
talk to each other unless the router has been configured to grant them access

¢ The ability to create separate networks at a much lower cost than would be
possible with traditional networks, and with a greatly reduced workload for
those tasked with setting up the network

But VLANS also have many other features not available via traditional networking. They
include:

¢ The ability to double tag traffic, referred to as QinQ.

e The ability to prevent a host from communicating with any other host on the
network (hosts will only be able to communicate with the default gateway). As
the example IoT network illustrated, PVLANs allow the network firewall to gain
a more granular level of control over traffic. Otherwise, hosts could not be
prevented from communicating with another host on the same subnet, as the
traffic never reaches the firewall.
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Hardware, configuration, and security
considerations

VLANS are a layer 2 (data link layer) construct originally conceived of as a means of
improving network bandwidth by allowing for multiple spanning trees on a network. This
was accomplished by adding a special header, referred to as a tag, to every Ethernet frame.
Each VLAN packet has a tag containing the VLAN ID for the VLAN to which it belongs,
which switches and routers can then use to differentiate VLAN traffic. Several proprietary
tagging mechanisms arose, but eventually the IEEE developed the 802.1Q standard for
VLAN tagging. Although 802.1Q is not the sole encapsulation method for VLANS, it is the
method supported by pfSense, and it is the tagging mechanism (sometimes referred to as
the encapsulation method) with which we are primarily concerned in this chapter.

incorporates shortest-path bridging into VLANSs. 802.3ac increased the
maximum Ethernet frame size from 1518 bytes to 1522 bytes, to

0 802.1ad is the IEEE standard for double tagging (QinQ). 802.1aq
incorporate the four-byte VLAN tag.

Because each frame has this 4 byte 802.1Q tag attached to it, a VLAN Ethernet frame can be
up to 1522 bytes. It can actually get even larger than this with QinQ tagging. This exceeds
the usual maximum frame size for 1500 maximum transmission unit (MTU) Ethernet. Not
all network cards work well with these larger frames, and some will drop them, resulting in
decreased network performance when VLANSs are implemented. Therefore, it is a good idea
to make sure your network cards are VLAN-compatible. Even if the chipset supports longer
frames, the network card's particular implementation of the chipset may not properly
support them.

In addition, any switch on interfaces on which VLANSs are implemented must be VLAN-
aware. Any managed switch manufactured since 2000 should be, but unmanaged switches
will not. As is the case with network cards, you will want to do some research into choosing
which switches to deploy on your network.

Each VLAN has a number between 1 and 4094; this is used as an ID. In order to set up a
VLAN on your network, you will need one or more managed switches. On a managed
switch that has not been configured for VLANSs, every port can talk to every other port.
These switches tend to either have VLANSs completely disabled, or enabled with a default
VLAN of which every port is a member. VLANT1 is designated as the default VLAN, and
therefore it is recommended that you not use VLANT1. If you do, then there are potential
security issues, as someone with physical access to the switches could plug a device into an
unused port and have access to all the hosts in VLANT.
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Even if a hacker doesn't have direct access to the switches, they will undoubtedly use the
fact that VLANT is the default VLAN as a factor in formulating their attacks.

Which VLAN naming convention should you use? Other than not using VLAN1, you can
use whatever convention you choose. One common convention is to start with VLAN2 and
increment by one for each additional VLAN. It is also commonplace to use the third octet of
the IP address to match the VLAN ID: for example, for VLAN 2 we could have
192.168.2.0, for VLANS3, 192.168.3.0, and so on. The same convention could be used
with class A and class B private networks; for example, 172.16.2.00r 10.1.2.0. Another
common convention is to increment by 10 for each VLAN, starting with VLAN10. In this
scenario, we would have VLAN10 and subnet 192.168.10.0; VLAN20 and subnet
192.168.20.0, and so on.

Each VLAN resides on a physical interface, which is known as the parent interface. When
VLAN:Ss are created, they are assigned a virtual interface, with names such as VLANO,
VLAN1, and so on, similar to the device names for physical interfaces. The virtual interface
names do not correspond to the VLAN IDs. You should not assign the parent interface of a
VLAN to an interface, although you can. It should only function as the parent interface for
whatever VLANS reside on it. In one case, in which the author negligently assigned the
parent interface to a pfSense subnet, the web GUI became inaccessible, and the issue was
only resolved when all assigned interfaces were deleted and reconfigured from the console.
It has also been known to cause problems with switch configuration and captive portal
configurations.

There are also some security issues related to VLANs. VLAN misconfiguration may result
in users gaining access to networks to which they should not have access. Because of this
possibility, it is considered good practice to keep separate networks of different trust levels.
For example, it is generally not a good idea to put the WAN and LAN networks on the
same interface, even though it is possible.

Attacks that attempt to gain unauthorized access to VLANs are known as VLAN hopping.
One method, known as switch spoofing, involves spoofing a trunking switch by using the
trunking/tagging protocols. The other method, known as double tagging, involves the
attacker placing two VLAN tags on a packet. The outermost tag is for VLANT1 (the native
VLAN). The inner tag is for the VLAN the attacker wants to access (for example, VLAN?2).
The attacker sends the packet to a host on VLAN2, which can only be accessed by hosts on
VLANZ2. The first switch sees the VLAN1 header, removes it, and forwards the packet. The
next switch sees the VLAN2 header (visible now that the VLAN1 header was removed) and
sends the packet to the host on VLAN2. Thus, the attacker was able to trick the switch into
thinking that the packet originated on VLAN2.
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The good news is that most of the attack vectors involving VLANSs can be mitigated—or
even eliminated entirely—through proactive switch configuration. For example, disabling
auto-negotiation can eliminate switch spoofing, and not placing hosts on the native VLAN
can eliminate double tagging. Nonetheless, you should be aware of possible security issues
related to your hardware and network configuration.

You will want to do some research to see what degree of security testing switches have
undergone before making a purchase, and you should ensure that you are running the
latest firmware.

VLAN configuration at the console

VLAN configuration can be done at the console; in fact, it can even be done on the initial
setup, although many of the more esoteric features of VLANSs (such as QinQ tagging) are
not available from the console menu. Another disadvantage is that there does not seem to
be a way of renaming the optional interfaces, although you could do so from the web GUI
later.

To begin VLAN configuration from the console, use the Assign Interfaces option in the
console mentioned (it should be option 1). pfSense will provide a list of available interfaces
in a table which provides the interface device name, the MAC address, link status (up or
down), and a description of the interface. For VLAN configuration at the console, perform
the following steps:

Enter the parent interface name for the new ULAN (or nothing if finished): em2
Enter the ULAN tag (1-4094): 3

ULAN Capable interfaces:

P8:00:27:32:4b:fc (up)
OB:00:27:ce:ff:dl (up)
08:00:27:eb:36:c2 (up)

Enter the parent interface name for the new VULAN (or nothing if finished):

ULAN interfaces:

emZ_vlan2 ULAN tag Z, parent interface emZ
emZ_vlan3 ULAN tag 3, parent interface em2

If you do not know the names of your interfaces, you may choose to use
auto-detection. In that case, disconnect all interfaces now before

1

hitting 'a’ to initiate auto detection.

Enter the WAN interface name or "a’ for auto-detection
(em® eml emZ emZ_vlanZ emZ_wvlan3d or al: I
VLAN configuration from the console
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10.

11.

12.
13.

14.

. When you select the Assign Interfaces option, the first prompt will be Do you

want to set up VLANSs now [y[n]?
At this prompt, type y and press Enter to begin VLAN configuration.

A confirmation prompt is presented next: WARNING: All existing VLANs will
be cleared if you proceed! Do you want to proceed [yIn]?

Type y and press Enter to proceed.

Next, pfSense will provide a list of VLAN-capable interfaces and another prompt:
Enter the parent interface name for the new VLAN (or nothing if finished).
Enter the parent interface name (the device name in the table) and press Enter.
The next prompt is for the VLAN tag: Enter the VLAN tag (1-4094).

Enter a VLAN tag other than 1 and press Enter.

After you enter the VLAN tag, you will be returned to the Enter the parent
interface prompt, where you can repeat the process for as many VLANs you
wish to set up, and then enter nothing when finished. When you are finished
creating VLANSs, you will be prompted to assign interfaces, starting with the
WAN interface. If you have at least one interface that has not been partitioned
into VLANSs, you should probably assign one of these interfaces to the WAN. If
you do assign a VLAN to the WAN, you will want to make sure the WAN is on a
separate switch, for the reasons outlined in the previous section.

The next prompt will be for the LAN interface, and you can assign a VLAN to the
LAN, although you should be aware of any security issues this creates. Enter the
LAN interface and press Enter.

Once you have assigned the WAN and LAN interfaces, you can assign optional
interfaces (OPT1, OPT2, and so on) to the newly-created VLANSs. The convention
for VLAN interface names is parent_interface.vlan_number. For example, if
VLAN20's parent interface is em3, the interface name for VLAN20 would be
em3.20.

When you are done assigning interfaces, press Enter at the prompt and you will
be presented with a list of interfaces and their assignments.

After the list, you will see a confirmation prompt: Do you want to proceed [y In]?

Type y and press Enter. pfSense will write and reload the configuration. Interface
assignment is now complete.

You still need to assign an IP address to the VLANSs, which you can do by
selecting second option from the console menu, selecting the number
corresponding to the desired VLAN interface, and typing in the IPv4 and/or IPv6
addresses, following the procedure outlined in chapter 1, Revisiting pfSense
Basics. You can also configure the DHCP server to work with VLANSs using this
menu option. Repeat this step for every VLAN you wish to configure.
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If you have followed all of these steps, the pfSense portion of VLAN setup will be almost
complete. You must still add firewall rules to give the VLANSs access to other networks
(since it cannot be done from the console, it will be covered in the next section) and
configure one or more managed switches for the VLANs to work. We will cover switch
configuration after we consider how to set up VLANSs in the pfSense web GUI.

VLAN configuration in the web GUI

VLAN configuration can also be done within the web GUI, along with any other tasks
related to the setup of VLANSs (for example, DHCP and rule creation).

1. To get started with VLAN configuration in the web GUI, log in to pfSense in the
web browser of your choice and navigate to Interfaces | (assign).

2. From the Interface assignments page, click on the VLANs tab. From the VLANSs

tab, you will see a table with any previously created VLANSs. Click on the +Add
button to add a new VLAN:

Interfaces / VLANs / Edit =40

VLAN Configuration

Parent Interface em2 (08:00:27:eb:36:c2) j

Only VLAN capable interfaces will be shown.

VLAN Tag 2
802.1Q VLAN tag (between 1 and 4094)

VLAN Priority
802.1Q VLAN Priority (between 0 and 7)

Description Developer VLAN

You may enter a group description here for your reference (not parsed)

Adding a VLAN in the web GUI

3. On the VLAN Configuration page, the first setting is the Parent Interface drop-
down box. Select the interface you want to be the parent interface of your
VLANSs. Next is the VLAN Tag edit box. Valid values for this field are 1 to 4094;
you shouldn't use 1, but you can use any other values up to and including 4094.
Some low-end managed switches may have problems with larger numbers, so
you may want to use low numbers (2 to 8) if you have one of these.
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4. The VLAN Priority edit box was added with pfSense 2.3. This allows you to
utilize the 802.1Q priority code point (PCP) field. This is a 3-bit field that makes
reference to the IEEE 802.1p class of service. 802.1p defines how traffic should be
treated based on the value of this field:

PCP Priority Description

value level

0 1 Traffic gets best effort treatment.

1 0 Traffic is assigned the lowest priority. It is handled in the
background.

5 5 Traffic gets excellent effort treatment, which is one step below
best effort.

3 3 Suitable priority level for critical applications.

4 4 Suitable for video requiring < 100 milliseconds of latency and
jitter.

5 5 Suitable for voice requiring < 10 milliseconds of latency and jitter.

6 6 Suitable for internetwork control.

7 7 Traffic gets highest priority.

5. As you can see, if you know what type of traffic is going to be prevalent on the
VLANSs you are creating, you can set the VLAN Priority value accordingly.
Otherwise, you can set this value to 0. The last field, Description, allows you to
enter a non-parsed description of the VLAN. When you are done making
changes, click on the Save button at the bottom.

In the first step, we have only created the VLANSs and have not assigned them to interfaces,
so in the next step, we must return to the Interface assignments tab. There will be a table on
which all interface assignments up to this point will be shown, and you can add VLAN
assignments by selecting one of the VLAN interfaces created in the previous step from the
drop-down box in the last row (the one labeled Available network ports:) and clicking on
the Add button. Repeat this process for as many VLANSs as you created in the previous step.

1. Once interface assignment is complete, the next step is to configure each of the
VLANS.

2. They will be given generic default names (OPT1, OPT2, and so on); click on the
first VLAN in the Interface column. This will load the Interface Configuration

page.
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3. In the General configuration section, check the Enable check box. In the
Description field, you can rename the interface.

4. In the IPv4 Configuration Type drop-down box, you will likely want to choose
Static IPv4. If your VLAN is going to support IPv6, you will likely want to
choose Static IPv6 in the IPv6 Configuration Type drop-down box. Depending
on whether you selected IPv4, IPv6, or both, you will have to enter IPv4 and/or
IPv6 addresses in the sections below the General configuration section. Note that
you must enter both the IP address of the interface and the CIDR.

5. For IPv4 Upstream Gateway and IPv6 Upstream Gateway, you can leave these
drop-down boxes set to None.

The rest of the fields you can likely leave unchanged, but if you are having problems with
dropped frames, you may want to enter a larger value in the MTU field.

When you are done making changes, click on the Save button at the bottom of the page.
Once you have clicked on the Save button, you must click on the Apply Changes button at
the top of the page for the changes to take effect. Repeat the interface configuration as many
times as needed. You can reach the configuration page for each VLAN by accessing it from
the drop-down menu at the top of the page, or by navigating to Interfaces | (assign) once
again and clicking on the appropriate VLAN in the Interface column.

DHCP6c packets (packets from the DHCPv6 client daemon) were not
being tagged with VLAN priority. This bug has been fixed with version

0 One of the bugs affecting the pfSense implementation of VLAN:Ss is that
24.3.

QinQ

We have now covered the steps that are absolutely necessary for the initial VLAN
configuration, but there are some additional features worth mentioning. pfSense supports
QinQ tagging; you can configure QinQ by clicking on the QinQs tab on the (assign) page.
This will take you to a table showing all the interfaces that have been configured for QinQ.
You can add another QinQ interface by clicking on the Add button.
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The first option on the QinQ configuration page is the Parent Interface drop-down box. As
with VLAN configuration, the parent interface should be an interface that is not being used
as an interface on pfSense (in other words, an interface that is being used solely as a parent
interface for VLANSs). The next option is First level tag. This is the tag on which all other
tags are stacked; it is at the bottom of the nesting of tags. It cannot match any of the VLAN
IDs for VLANS on this interface; for example, if VLAN2 is on this interface, the first level
tag cannot be 2.

Next is the Add interface to QinQ interface groups check box. If enabled, an entry will be
added on the Interface Groups tab for this QinQ interface. This will make rule creation
somewhat easier, as once an interface group is created and configured, rules can be created
based on that interface group. You can enter a brief, non-parsed description in the next edit
box. Finally, in the Tag(s) edit box, you can enter a VLAN tag or range of tags, which will
also be attached to traffic on this interface. Pressing the Add button allows you to add
another tag or range of tags, while the Delete button deletes that tag. Press the Save button
at the bottom of the page when you are done making changes.

If you added an interface group for the new QinQ entry, click on the Interface Groups tab.
Find the newly created interface group and click on the edit icon that corresponds to the
group. This will launch the Interface Group Configuration page. Here, you can edit the
Group Name and enter a non-parsed group description. You can also select which
interfaces will be members of this group in the Group Members listbox. When you are
done making changes, click on the Save button.

You now have a QinQ VLAN, which you can add via the Interface Assignments tab just as
you would an ordinary VLAN. The ability to nest tags in this way allows you to have even
more VLANSs on a single router than you would otherwise. With a single VLAN tag, you
are limited to 4093 VLANSs (you are allowed to use IDs of 1 to 4094, but VLANTI is the
default VLAN). With one level of nesting, this increases to 4093 * 4093 or 16,752,649 VLANs
(you can have multiple levels of nesting, however, so you could have even more
combinations than that).
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Link aggregation

Another option we should consider addressing is link aggregation, which can be configured
by clicking on the LAGGs tab on the (assign) page. Link aggregation (usually abbreviated
as LAG) allows us to combine multiple ports in parallel, which accomplishes two goals. It
increases the amount of throughput (for example, if you have two trunk ports per switch,
you will have more throughput than you would with a single port), and it also provides
some redundancy in case one or more ports go down. The LAGGs option does not refer to
an interface; rather, it refers to LAGG, the FreeBSD link aggregation and link failover driver.
Typically, trunk ports involve some form of link aggregation; with some switches, trunks
have to be configured as pairs of ports.

To add a new LAGG interface, click on the Add button on the LAGGs tab. This will take
you to the LAGG Configuration page. In the Parent Interfaces listbox, you can choose the
interfaces that will be used for this link aggregation. In the LAGG Protocol drop-down box,
you can select which protocol to use on the interface. The choices are as follows:

Protocol Description
NONE Disables traffic, but does not disable the interface.
The Link Aggregation Control Protocol, defined by IEEE 802.3ad.
LACP LACP provides a form of load balancing by automatically bundling
together links.

One port is designated as the active port; all other ports are used as
FAILOVER failover ports. If the active port goes down, one of the failover ports
becomes the new active port.

This protocol supports Cisco fast EtherChannel; unlike most of the

FEC other options, it is a static setup.

LOADBALANCE This protqcol balances all outgoing traffic on the member ports. This is
also a static setup.

ROUNDROBIN Distributes outgoing traffic in a round-robin fashion; in other words, in

equal slices and in a circular pattern.

When you are done making changes to the new LAGG interface, click on the Save button.
The new interface should now be listed in the table on the main LAGGs page.

[94]



VLANs

Chapter 3

Add firewall rules for VLANs

There are some additional steps needed before your VLANS are fully functional. At this
point, your VLANs have been created and configured, but they will not be able to access the
internet or other subnets, because the default in pfSense is to block all network traffic. The
next chapter will have a detailed treatment of firewall rule creation, and you can reference it
if you need more detailed information about firewall rules.

If you just want to create rules to allow your VLANSs to access all other networks, however,
there is an easy way to do this:

1.

Navigate to Firewall | Rules and click on the LAN tab. There should be two rules
that were created automatically when the LAN interface was created: the Default
allow LAN to any rule and the Default allow LAN IPv6 to any rule.

Click on the copy icon for whichever rule you want to copy (the copy icon
should be under the Actions column and is represented by two sheets with one
on top of the other). This will take you to the Edit page for that rule.

Under the Edit Firewall Rule section, change the interface in the Interface drop-
down box to one of the VLANs you created earlier.

In the Source section, change the source in the drop-down box to match the
VLAN in the Interface drop-down box (be sure to select a net and not just a
single address — for example, if you want to create a rule for VLAN2, you need to
select VLAN2 net here, and not VLAN2 address).

Then, click on the Save button at the bottom of the page, which will take you to
the Rules page for the VLAN that has just been configured.

On this page, click on the Apply Changes button, at the top right. Repeat this
process for as many VLANSs as you want to grant access to.

If you have a standard pfSense configuration, creating these rules should be enough to give
the VLANSs access to the internet. If you have enabled Manual Outbound NAT rule
generation, however, you will have to add NAT rules in order for your VLANSs to be able to
reach the internet.
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You may have enabled this mode in order to add rules needed to connect to an external
VPN server or for other reasons. If so, follow these steps:

1. You should navigate to Firewall | NAT and click on the Outbound tab.

2. You need to create two NAT rules for each VLAN: a rule to enable NAT between
the VLAN and the WAN on port 500 with a static port configuration (this is for
Internet Security Association and Key Management Protocol (ISAKMP)), and a
rule to enable NAT between the VLAN and WAN on all ports with a non-static
port configuration.

Fortunately, your outbound NAT rule set probably has similar rules for at
least one interface (for example, the LAN interface), so you can easily copy
these rules by clicking on the copy icon under the Actions column for the
entry you want to copy, and then just changing the IP address listed in
Source to correspond to the VLAN for which you want to create a NAT rule.
You probably want to modify the Description as well. Click on the Save
button when you are done.

There is an even easier way, however, to generate these rules:

1. From the Outbound tab, click on the Automatic outbound NAT rule generation
radio button. Then click on the Save button, and when the page reloads, click on
the Apply Changes button at the top right.

2. If you scroll down to the Automatic Rules: section of the page, you should see
the VLAN subnets listed under the Source column for each rule. Now, click back
on the Manual Outbound NAT rule generation radio button at the top and click
on the Save button and then click on the Apply Changes button again when the
page reloads.

The NAT rule listing on the page will now include rules for the VLANSs. Furthermore, any
rules that were manually created earlier will also be there. If you want your VLANS to be
able to access the internet through your VPN server, you will still have to add NAT rules
for the VPN, but you can do that easily by following the rule-copying procedure described
previously.
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Finally, you will have to configure any services you want to run on the VLANS. If you are
using DHCP on your other interfaces, you will probably want to enable the DHCP server on
the VLAN interfaces. Since we provided a detailed description of how to configure the
DHCP server in the previous chapter, we will not repeat it here, but at a minimum, you will
want to do the following;:

1. Enable the DHCP server on the interface
2. Specify the IP address range for this interface
3. Add any static DHCP mappings that are needed

If you need to enable any other services on the VLAN interfaces, such as Captive Portal or
DHCP Relay, you will want to do that as well.

Configuration at the switch

Before your VLAN configuration is complete, you must configure each of the switches that
will be connected to the VLAN interfaces. The process will be different depending on which
switch you are using; in this section, we will first discuss switch configuration in general,
and then walk through a concrete example of VLAN switch configuration.

There will be differences in switch configuration depending on who the manufacturer is
and what type of switch it is; however, all switch configurations include at least the
following steps:

1. Trunk ports (the ports that connect the switch with the router and other switches)
must be configured

2. The VLANs must be created
3. Ports must be assigned to the VLANs

Some switches also require you to configure a Port VLAN ID (PVID), which sets a default
VLAN ID for each port.

Switches differ in the types of interfaces provided. Some provide only a command line
interface; some provide a web-based interface; some provide both. Still others provide their
own utilities for configuration. In cases where you have to use a vendor-provided utility to
configure the switch, be aware that these utilities often do not have the ability to detect
switches not on the current subnet, so you won't be able to configure the switch from
another network.
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Most switches support 802.1Q VLANSs, but some also support port-based VLANs. With
port-based VLANSs, each port is statically assigned to a VLAN; any traffic that enters or exits
the port does not have a VLAN tag. With 802.1Q VLANS, traffic entering a port assigned to
a specific VLAN is tagged with an 802.1Q header. This allows for VLANs spanning multiple
switches. Traffic between two nodes on the same VLAN and different switches can be sent
out over a trunk port, which provides connectivity to other VLAN-capable switches. The
switch on which the destination node resides will then recognize the destination port as a
local switch port (by looking up the destination MAC address), and will send the traffic to
the destination.

Since 802.1Q VLANS are supported by pfSense, we will use 802.1Q VLANSs in the example.
Assume that we have created two VLANSs in pfSense: a DEVELOPERS VLAN (VLAN ID =
2) and an ENGINEERING VLAN (VLAN ID = 3). Our example demonstrates VLAN switch
configuration with a Cisco switch. If you are deploying networks in a corporate
environment, you are likely to encounter Cisco switches at some point, and they have even
found their way into some SOHO networks.

VLAN configuration example 1 - TL-SG108E

The TL-SG108E comes with a resource CD, which contains a utility (the Easy Smart
Configuration Utility) that you will need to install in order to configure the switch (there is
no web-based interface available for this switch). Unfortunately, the utility only runs under
Windows (it does not seem to work with Linux even with the WINE emulator), so a
Windows computer running XP Service Pack 3 or later is required. For the rest of the
configuration, you will need to have this computer connected to the switch via an Ethernet
cable.

When you run the TP-LINK Easy Smart Configuration Utility for the first time, the utility
will display a table called discovered switches, which will show any switches the utility
was able to find. This will include any switches to which the computer is connected, as well
as any switches that were uplinked to those switches. If you click on the entry for the switch
you want to configure, you will be prompted for the login credentials of the switch. We
enter the admin username and password and click on the Login button.

If the configuration utility found the switch, it is physically connected to
the current subnet. The utility will not let you log in, however, unless the
switch's IP address matches the current subnet. You can change the IP
address of the switch by clicking on the gear icon in the IP Setting column.
This will launch a dialog box where you can change the IP address and
subnet mask. You can also change the default gateway here, although it is
not necessary.
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Once you are logged in to the switch, the configuration screen will have several tabs. The
user interface defaults to the System tab, which displays the MAC address, IP address, and
current firmware version of the switch. There are also options on the sidebar to change the
IP address, password, backup and restore the switch, reboot and reset the switch, and
upgrade the firmware. Clicking on the Switching tab, initially displays a table showing the
status of each of the switch's eight ports. We first need to configure a trunk for the switch,
so we click on LAG on the left sidebar menu.

The LAG option was called Port Trunk in earlier versions of the software.

On the LAG page, we can configure up to two trunks, each having a minimum of two ports
and a maximum of four ports. Mirroring and mirrored ports cannot be added to a trunk
group. We only need one trunk, so we select Trunk1 in the Trunk ID drop-down box.
Then, we click on ports 1 and 2 in the graphic below the drop-down box (you can select
whichever ports you want for the trunk, as long as they don't conflict with any other port
assignments) and then click on the Apply button. A confirmation dialog will appear, and
we click on the Yes button in this dialog box. Trunk configuration is now complete.

Easy Smart Configuration Utility

System ‘ Switching Monitoring VLAN QoS Help B save @& Home
* Port Setting Trunk Conflg
= IGMP Snooping

Trunk ID: Trunkl | =

it i Apply

Trunk Table

Select Trunk ID Ports
Trunk1 1,2
Trunk2 —

=

=

SelectAll Delete

Note: 1. You can create up to two frunk groups.
2. Each trunk group has up to four port members and has at least two port members

3. Mirroring and mirrored port cannot be added to a trunk group.
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Now we can begin VLAN configuration, while being mindful of the fact that two of the
eight ports have already been allocated for the trunk. We click on the VLAN tab at the top
of the page. The three VLAN options offered on the sidebar menu are MTU VLAN, Port
Based VLAN, and 802.1Q VLAN. Since 802.1Q is the official IEEE standard for tagging
VLAN traffic and is supported by pfSense, we will utilize this method and we click on the
802.1Q VLAN option on the sidebar menu.

MTU VLAN is an option that allows us to have a single uplink port
instead of having trunk ports, giving us an additional access port to which
we can connect nodes. It is suitable if you want each port to be on its own
VLAN. Port Based VLAN is a VLAN configuration option in which
Ethernet frames entering and leaving the port are not tagged. The VLAN
to which a port is assigned in the switch configuration is what determines
which VLAN to which the traffic should be sent.

The 802.1Q configuration page has two sections: Global Config, where the only option is
to enable or disable 802.1Q VLANSs, and the 802.1Q VLAN Setting section, where we can
enter information about our VLANSs. Since we want to enable 802.1Q VLANSs, we select
Enable from the drop-down box and click on the Apply button, once again pressing the Yes
button in the confirmation dialog box.

In the 802.1Q VLAN Setting section, we enter several parameters. They are:

e VLAN (1-4094): This should match the VLAN ID(s) of the VLANSs you created
during the pfSense portion of the configuration.

¢ VLAN Name: These can be any arbitrary names, but administration will be easier
if the names match the names assigned to the VLANSs in pfSense.

e Tagged Ports: These ports are the ports on which outbound traffic will have
802.1Q tags attached. Therefore, they should match the trunk ports assigned
during the previous step. We select 1 and 2 as the tagged ports for both VLAN2
and VLAN3.

¢ Untagged Ports: These are the ports on which outbound traffic will have any
802.1Q tags removed. They should match the inbound ports for the VLANs. We
are going to allocate three ports for each of our two VLANSs, so we set ports 3 to 5
as the untagged ports for VLAN 2 (the DEVELOPERS VLAN), and we set ports 6
to 8 as the untagged ports for VLAN 3 (the ENGINEERING VLAN).

We enter VLAN ID, VLAN Name, Tagged Ports, and Untagged Ports for each of the
VLANS, pressing the Apply button after the information for each VLAN is entered and
clicking on Yes in the confirmation dialog box.
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The next step is to click on 802.1Q PVID Setting on the left sidebar, which sets the port
VLAN ID (PVID) of the port. This ensures that when the switch receives a packet without a
VLAN tag, it adds a VLAN tag for the VLAN matching the PVID before sending the packet
to the trunk ports. On the TL-SG108E, setting the PVID is necessary for 802.1Q tagging to
work, and setting the PVID also determines the broadcast domain for a port — broadcast
packets received by a port will be sent to all ports with a matching PVID.

VLAN configuration example 2 — Cisco switches

Configuring VLANSs on most Cisco switches is a fairly simple process. Cisco provides a
command-line interface, which only requires a few commands. Moreover, Cisco provides
three different ways of configuring a VLAN:

e Static VLAN creation
e VLAN creation with dynamic trunking protocol
e VLAN creation with VLAN trunking protocol

The commands utilized in this section were run via the serial interface on a Cisco SF 300-08
switch. The command syntax on other Cisco switches might vary slightly.

Static VLAN creation

A static VLAN is created when the administrator manually assigns switch ports to belong
to a VLAN. Initially, the default is for all ports to be assigned to VLANT1. Static VLANS can
be created in VLAN configuration mode. Creating our two VLANSs involves only a few
commands:

1. We move from privileged EXEC mode to configuration mode:
Switch# configure terminal

2. Next, we create the first VLAN (VLANZ2, the DEVELOPERS VLAN):
Switch (config)# interface vlan 2

3. Now, we can assign it a name:

Switch (config-vlan)# name DEVELOPERS
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4. Next, we want to apply the changes, increase the revision number, and return to
the global configuration mode:

Switch (config-vlan)# exit

5. We follow the same steps for the ENGINEERING VLAN, except for entering
configuration mode, since we are already in that mode:

Switch (config)# interface vlan 3
Switch (config-vlan)# name ENGINEERING
Switch (config-vlan)# exit

6. Next, we need to assign ports to the VLANs. We can set up non-trunking access
ports with a few commands. First, we move to interface configuration mode:

Switch (config)# interface range FastEthernet 3-5

In this command, interface indicates that we are entering interface
configuration mode. range indicates that we are configuring a range of ports, not
a single port. FastEthernet is the interface type. Other possible values include
ethernet, £ddi (for fiber connections), token or tokenring (for token ring
networks), or atm. 3-5 indicates that we are configuring ports 3 to 5. If you have a
switch with more than one slot, you will have to specify the slot first, separated
from the port range by the slash character (for example FastEthernet 1/3-5).

7. Next, we configure ports 3 to 5 as access ports:
Switch (config-if-range)# switchport mode access

8. Finally, we assign ports 3 to 5 to VLAN2 and return to the global configuration
mode:

Switch (config-if-range)# switchport access vlan 2
Switch (config-if-range)# exit

9. Next, we will enter interface configuration mode for ports 6 to 8 and set up these
ports as access ports for VLAN 3:

Switch (config)# interface range FastEthernet 6-8
Switch (config-if-range)# switchport mode access
Switch (config-if-range)# switchport access vlan 3
Switch (config-if-range)# exit
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10.

11.

12.

13.

14.

For both VLANSs, we used the range command to select a range of ports.
If you just want to configure a single port, the syntax is: Switch
(config)# interface FastEthernet 1.This command would allow
you to configure port 1.

Next, we need to configure at least one port as a trunk port. First, we indicate the
interface type, slot, and port:

Switch (config)# interface FastEthernet 1
Then, we set the mode to t runk:
Switch (config-if)# switchport mode trunk

This sets port 1 as a trunk port. By default, the native VLAN for this trunk port is
the default VLAN (VLANT1).

We can change this with the following command:

Switch (config-if)# switchport trunk native vlan 2
This changes the native VLAN to VLAN2.

By default, a trunk port will carry traffic for any VLAN, but if we want, we can
restrict the allowed VLANSs for this trunk port:

Switch (config-if)# switchport trunk allowed vlan add 2-3

This will restrict the t runk port to allow only VLANs 2 and 3, our DEVELOPERS
and ENGINEERING VLANSs. Other possible values for this command are all (to
allow all VLANSs), none (for no VLANSs), a list of allowed VLANS, remove to
remove a VLAN, or add to add a VLAN. For example, we could type:

Switch (config-if)# switchport trunk allowed vlan remove 2

This would remove access for VLAN 2 without affecting VLAN 3. We could add
VLAN 2 back again as well:

Switch (config-if)# switchport trunk allowed vlan add 2

To verify this configuration, we exit configuration mode and use the show
command. For example, to verify the DEVELOPERS VLAN, we type:

Switch (config-if)# exit
Switch (config)# exit
Switch# show vlan name DEVELOPERS
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15. This command will display configuration information for VLAN 2. The following
command will display all VLANSs:

Switch# show vlans

Dynamic Trunking Protocol

Another approach is to use Dynamic Trunking Protocol (DTP). This protocol allows you to
autoconfigure both the trunking and the type of trunking encapsulation on a Cisco switch:

1. First, enter switch configuration and interface configuration mode:

Switch# configure terminal
Switch (config)# interface fastethernet 1

2. Slot 0 port 1 can be statically converted into a trunk port with the following
command:
Switch (config-if)# switchport mode trunk

3. Dynamic trunk configuration can be done in two different ways. If the
neighboring interface is set to t runk, desirable, or auto, then the port will
become a trunk if we issue this command:

Switch (config)# Switchport mode dynamic desirable
4. If the neighboring interface is set to t runk or auto, the port will become a trunk
with the following command:
Switch (config-if)# switchport mode dynamic auto

Keep in mind, however, that enabling DTP can make your network vulnerable to VLAN
hopping attacks. At the very least, you will want to make sure that only trunk ports are
configured to use DTP.
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VLAN Trunking Protocol

VLAN Trunking Protocol (VTP), like DTP, is a proprietary protocol for Cisco switches. The
purpose of VIP is to make VLAN configuration easier by synchronizing VLAN
configuration information throughout a VLAN domain. This is done by designating one
switch as the VIP server, and letting it handle the addition, deletion, and renaming of
VLANSs throughout the domain.

The three available modes in a VTP domain are as follows:

e Server: This is the default mode. When changes are made on a VIP server, the
changes propagate to all other switches on the domain. The VTP server is also
responsible for creating VTP advertisements, which make this propagation
possible.

e Transparent: If a switch is in transparent mode, changes made to the
configuration will affect only that one switch. Transparent switches cannot create
VTP advertisements, but they can forward VTP advertisements.

e Client: Switches in client mode cannot make any changes to the configuration,
but they can send VLAN information in their databases to other switches. They
can also forward VTP advertisements to other switches.

Obviously, the larger your network gets, the greater the potential is for VIP to make your
life easier, since instead of configuring dozens or even hundreds of switches, you will only
have to configure a single switch. In addition, VTP has a feature called VTP pruning, which
forwards broadcast and unknown unicast messages to switches only if the switch has ports
for the VLAN on which the broadcast/unicast messages are being sent. This makes for more
efficient use of trunk bandwidth.

Configuring VTP requires only a few additional commands. Since we are making changes
for the entire switch and not just a port or range of ports, we can use global configuration
mode:

1. First, enter global configuration mode:

Switch# configure terminal

2. Next, set the switch as a VTP server, with the following command:

Switch (config)# vtp mode server
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3. You can also put the switch in client mode or transparent mode:

Switch (config)# vtp mode client
Switch (config)# vtp mode transparent

4. To set the domain name, use this command:

Switch (config)# vtp domain <domain_name>
Here, <domain_name> is the domain name to which you want to set the domain.

5. You can set a password with the following command:

Switch (config)# vtp password <password>

6. To set the VTP domain to VIP version two, type the following (the current
version is version three):

Switch (config)# vtp v2-mode

7. Finally, to enable pruning, use this command:

Switch (config)# vtp pruning

The remainder of the configuration is identical to the steps outlined earlier. You must
configure both the access ports and trunk ports, create the VLANSs, and assign ports to
them. By using VTP, however, configuration will be much easier, and it will be easier to
make changes when necessary.

Troubleshooting VLANSs

VLAN troubleshooting is somewhat different than troubleshooting other network problems
in that if you have an enterprise-level switch, the manufacturer will have troubleshooting
guidelines tailored to the switch. You still need to verify that the pfSense component of
your configuration is correct, however, and there are some troubleshooting elements that
are common to all brands of switches. We will begin by considering general configuration
issues.
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General troubleshooting tips

It is good practice to work our way down on the OSI network model, which means starting
at the physical layer. You should check your cabling, and if necessary, you should replace
suspect cabling with known good cabling. Having a working timedomain reflectometer,
which can be used to locate discontinuities in a network cable, can be helpful in checking
cabling.

The next step is to make sure that the ports are functioning. Even if they are physically
functional, the layer 2 protocol (data link layer) may not be running on the ports you are
using. On a Cisco switch, you can use the no shutdown command to restart a disabled
port. You might also have a speed mismatch between the switch and the router; for
example, the switch may be 1 Gbps, while the router might be 100 Mbps. For this reason, it
is generally a good idea to have auto-negotiation set on both sides.

Verifying switch configuration

Once you have confirmed that you have physical connectivity, that the ports are enabled,
and the port configuration is correct, you should confirm the following;:

e Trunk ports are configured correctly and there is at least one connection between
the trunk ports and the router. If you have a Cisco switch and are using DTP, you
may want to switch to static port configuration until you confirm that the trunk
ports are working correctly.

e Access ports are configured correctly and the nodes are connected to ports that
are assigned to the VLANSs to which they should belong.

¢ VLANSs have been set up correctly and have been assigned VLAN IDs that
correspond to the VLAN IDs assigned in pfSense.

¢ The correct encapsulation format is being used (for VLANSs in pfSense, it should
be 802.1Q encapsulation).

There are aspects of switch configuration that are peculiar to different brands and models of
switches, so you will want to consult any documentation the switch manufacturer has
provided. Doing a web search to see if there are any issues specific to your switch may be
helpful. Cisco switches have copious amounts of documentation, and administration of
these switches is a topic too involved to be fully addressed here. If you want to pursue it,
though, there are books, tutorials, and even professional certifications you can obtain to
demonstrate your proficiency in Cisco switch configuration.
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Trunk port configuration is relatively easy. You need at least one trunk port per switch
(some switches assign trunk ports in pairs), and these ports will be available for connections
to the router and to other switches. With some switches, the trunk port configuration can be
done after the VLAN is configured; in other cases, setting up the trunk ports is a
prerequisite to setting up a VLAN. You should confirm that the VLAN is active on the
trunk, and that packets from the VLAN are allowed on the trunk.

Configuring access ports should be simple as well. You need to assign the correct VLANS to
the ports. In addition, you need to have the correct settings for VLAN tagging. Keep in
mind that packets entering the access ports should be untagged — inbound packets should
be ordinary Ethernet frames, unless they are double-tagged — whereas ports leaving the
trunk ports should be tagged, so the router and switch know to which VLAN the packet
belongs.

Another configuration element to consider is the PVID, which is the default VLAN ID for a
port. Some managed switches require the PVID to be set in order for VLANSs to work at all.
If you cannot get your VLAN to work, and you have verified physical connectivity, you
may try configuring the PVID for the ports you are using. The PVID settings for the access
ports should mirror the access port VLAN assignments you made when you initially
configured the VLAN on the switch.

Verifying pfSense configuration

Once you have confirmed that the switch is configured properly, you should log in to
pfSense and confirm that pfSense's VLAN configuration is correct. First, go to Interfaces |
(assign), click on the VLANSs tab, and confirm that the VLAN IDs for the created VLANSs
correspond to the VLAN IDs configured on the switch or switches. Then, click on the
Interface assignments tab and confirm that the VLAN IDs are assigned to the correct
interfaces.

If you are using DHCP or DHCPv®6, you should confirm that the DHCP/DHCPv6 server is
running on the VLAN interfaces and that they are configured correctly. If you have any
doubts, you could try a static IP configuration on one of your nodes and see if you are able
to access the VLAN (just remember to choose an IP address outside of the range of
addresses assigned by the DHCP server). If you are using DHCPv6 and you have any
doubts as to the IPv6 compatibility of either your switch or operating system, you might
want to try DHCP first.
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You may have a situation in which nodes can connect to the VLAN, but have no internet
connectivity and may not be able to access other subnets at all. Keep in mind that VLANSs,
like traditional networks, need to be configured so that they have access to other networks.
Other than the LAN, for which pfSense creates a default allow LAN to any rule, the default
for any newly created network is to have all access to other networks blocked. Therefore,
you must go to Firewall | Rules and create a rule to allow the VLAN to access the WAN
interface. As mentioned earlier, an easy way of doing this is to use the rule Copy option and
change a rule for another interface by changing the Interface and Source fields to match the
VLAN for which you want to create the rule.

The default setting for NAT in pfSense is for automatic outbound rule generation. If you are
in this mode of NAT rule configuration, the NAT outbound rules are created automatically
and you don't have to configure any NAT rules. If you are using manual outbound rule
generation, however, you will have to create rules for each of the VLANSs you have created.
You may be using manual outbound rule generation if you had to create outbound NAT
rules in order to connect to a VPN server, so if you subscribe to a VPN service, you should
check to make sure there are outbound NAT rules for your VLANSs. You can do this by
navigating to Firewall | NAT, clicking on the Outbound tab, and reviewing the rules there.
One of the ways to avoid having to manually create rules is to utilize hybrid rule generation
mode, in which pfSense still automatically generate rules, but you can also have manually
created rules. To do this, select the Hybrid Outbound NAT rule generation radio button on
the NAT Outbound tab and press the Save button below the radio buttons.

Here is a VLAN troubleshooting table that covers some of the common VLAN
communication issues:

Problem Possible cause Solution
Possible cable fault or Confirm cabling (possibly
Node not able to switch hardware failure; replacing cabling with
communicate with other possible switch known good cabling);
nodes on the same VLAN configuration error or confirm that the switch is
and the same switch misconfiguration on one or | functioning and configured
more nodes properly

Nodes able to communicate
with nodes on the same
VLAN and switch, but not
with nodes on the same
VLAN/different switches

Confirm cabling; check trunk
Possible cable fault; possible | port configuration on

trunk port misconfiguration |switches connected to
affected nodes
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Nodes able to communicate
with nodes on the same
VLAN, but cannot access the
internet or other local

Rules to allow VLAN traffic
not created or were created
improperly

Confirm that pass-through
rules have been created for
the VLAN; confirm that

outbound NAT rules have

misconfigured

networks been created
Node is connected to the Confirm that the node is
. . connected to the correct port
Node is on the wrong VLAN | wrong port or port is

and that the port has been
configured correctly

Summary

In this chapter, we covered basic VLAN concepts while also considering two examples in
which it would be advantageous to implement VLANs. We then covered the configuration
of that example network, both in pfSense and in the switch itself. Finally, we covered VLAN
troubleshooting, and walked through a hypothetical VLAN problem and how to solve it.

In the next chapter, we will cover pfSense as a firewall, which is one of the core functions of
pfSense. The chapter will cover rule creation, NAT, scheduling, aliases, and virtual IPs.
Traffic shaping, which is also part of pfSense's firewall functionality, gets its own chapter,

and will be covered in chapter 5, Using pfSense as a Firewall.
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Questions

Answer the following questions:

What is the IEEE standard for VLAN tagging?
What are the minimum and maximum ID numbers for VLAN tags?
Name two methods used for VLAN hopping.

L e

What should the priority code point (PCP) field be set to in order to ensure best
effort treatment?

What is the main advantage of QinQ VLAN tagging?
Identify two advantages of using link aggregation.

SRS

7. What firewall rules does pfSense automatically create for an optional (such as
OPT1) interface?

8. Identify two types of ports that must be configured on the switch before VLAN
configuration is complete.

9. What is the default VLAN ID for a port called?
10. Identify a method of configuring VLANSs on a Cisco switch.

[111]



Using pfSense as a Firewall

In computing, a firewall can mean one of two things—it can refer to a network appliance
that has, as one of its functions, the ability to filter incoming and outgoing traffic (hardware)
or a service running on a computer that has the ability to filter traffic (software). In this
chapter, we will be using the latter sense of the term. We will be focused primarily on the
ability to use pfSense as a means of filtering traffic on your network, which is likely to be
one of the primary functions pfSense's performs on your network, unless you have a
dedicated firewall appliance.

In previous chapters, we couldn't avoid talking about firewall rules, and in this chapter we
will cover firewall rules and rule methodology in greater depth. We will also cover several
services that are part of pfSense's core firewall functionality, such as aliases and scheduling.

Completing this chapter should enable you to master the following topics:

e Firewall fundamentals

Firewall best practices

Firewall rules and methodology

Scheduling

Aliases

Virtual IPs

Troubleshooting firewall rules
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Technical requirements

There are no additional technical requirements for this chapter. A working pfSense firewall
with at least a WAN and LAN interface (the WAN interface should provide internet access,
so your internet connection should be somewhere upstream from it) and at least one node
on the LAN network should be enough to work through the examples in this chapter.
Working through the examples and seeing the results are useful in reinforcing the concepts
learned in this chapter.

An example network

It often helps to use concrete examples to help illustrate concepts, so once again we will
imagine a hypothetical network in order to understand how we would go about
configuring firewall rules for a specific environment. Imagine a network with four subnets:
SALES, MARKETING, DEVELOPERS, and a DMZ, and with the following requirements:

All subnets should be allowed to access the internet, subject to the restrictions outlined as
follows:

e SALES should not be able to talk to MARKETING and DEVELOPERS;
MARKETING should not be able to talk to SALES and DEVELOPERS;
DEVELOPERS should not be able to talk to SALES and MARKETING.

e SALES, MARKETING and DEVELOPERS should be able to talk to the DMZ, but
the DMZ should not be able to talk to any local subnets (other than DMZ).

e SALES and MARKETING share a printer that is on the MARKETING subnet, so
SALES should have access to that printer, but not any other nodes on
MARKETING.

¢ Developers waste too much time on recode, so https://recode.net/ should be
blocked on the DEVELOPERS subnet, although access should be allowed during
lunch hour (Noon -1 P.M.).

e The company wants to set up an FTP server for customers, which is to be placed
on the DMZ subnet. For the FTP server to be accessible via the internet, access to
port 21 must be allowed and traffic to port 21 must be forwarded to the FTP
server.
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As you might imagine, these requirements will figure prominently in what firewall/NAT
rules we will implement. We can tentatively diagram our network in the following way:

COMPANY ROUTER BACKUP ROUTER

SALES MARKETING DEVELOPERS DMZ

SHARED FTP
PRINTER SERVER

Network diagram for the example network, showing what traffic is allowed to pass

pfSense's firewall capabilities are more than enough to meet the requirements of our
network. We will revisit this scenario in the next two chapters.

Firewall fundamentals

The fundamental purpose of a firewall is to establish a barrier between trusted internal
networks and untrusted external networks. We may sometimes also refer to personal
firewalls, which are firewalls placed on individual nodes, primarily to filter outgoing traffic.
All networking firewalls have the ability to perform packet filtering, which is the ability to
inspect packets and determine if they conform to the packet filter's filtering rules. If they do
not match the rules, the packets will be dropped.

pfSense includes the following explicit rules:

® On the WAN interface, all RFC 1918 networks (private networks) and bogon
networks (those not assigned by the IANA) are blocked.

¢ On the LAN interface, there are two allow LAN to any rules, one for IPv4 traffic
and one for IPv6 networks. These rules allow users on the LAN network to access
all other networks.
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All other traffic by default is blocked, unless another rule allows it to pass. This includes
traffic on other networks we create, which will not have the default rules the LAN interface
does when it is created—therefore, if we want traffic to pass on these networks, we must
create the rules ourselves. However, if a user behind the firewall requests a resource that
resides on the other side of the firewall (for example, a web page), return traffic to send
back that resource is allowed (in other words, pfSense is a stateful firewall — more on that
later).

In pfSense, rules are evaluated on a top-down basis. Thus, if you read the ruleset (the list of
rules) from the top to bottom, the first rule that matches the packet will be applied, and the
remainder of the ruleset will not be applied for that packet. As a result, the order in which
rules are placed within a list is significant, and the most permissive rules should be placed
at the bottom of the list.

pfSense is a stateful firewall, which means that it records all packets passing through it, and
determines whether the packet is part of a new connection, part of an existing connection,
or neither of these. If the packet is part of an existing connection, the reply traffic is
automatically allowed through the firewall. This is the case even if the packet uses a
different protocol than the original connection, such as ICMP control packets. This is known
as stateful packet inspection.

While stateful packet inspection has been an integral part of almost all firewalls since the
early 1990s, it comes with a downside. Each connection represents a state, and each state
requires an entry in the firewall's state table. In pfSense, each state requires about 1 KB of
memory. The state table has a maximum size, which can be set under System | Advanced
and clicking on the Firewall & NAT tab (Firewall Maximum States, which sets the
maximum number of connections, and Firewall Maximum Table Entries, which sets the
maximum number of entries, including entries for everything that creates entries, such as
proxy servers, are the relevant settings here). If the number of connections exceeds Firewall
Maximum States, then unpredictable behavior will occur, such as connections being
dropped. This creates a potential attack vector, as some DoS attacks are based on
bombarding the firewall with so many fake connection packets that the state table becomes
overwhelmed, and starts dropping connections and preventing new connections from being
made.

In addition, stateful firewalls raise the possibility that the host behind the firewall could be
tricked into making outside connections. The return traffic from these connections then
becomes a security vulnerability. The only way to defeat these exploits is to audit software
running on your network. Also, protocol dissectors in stateful firewalls have had known
security issues, highlighting the importance of keeping your firewall software up to date.
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The two basic types of packet filtering are ingress filtering, which blocks traffic coming into
your network from the internet, and egress filtering, which filters traffic initiated within
your network whose destination is either the internet or another interface/subnet on your
local network. It is easy to see why you would want to have ingress filtering, as we tend to
want to protect our networks from nefarious forces outside of our networks. In fact, the
default setting for pfSense is to block all incoming traffic, and there are no allow rules on
the WAN interface by default (although as mentioned earlier, replies to connections already
allowed by pfSense are allowed through the firewall). It is not as easy to see why egress
filtering is necessary, as we tend to assume that all other things being equal, our local
networks can be trusted.

There are, however, valid reasons for employing egress filtering. In spite of your best
efforts, it is possible that malware may find its way onto your local network, and if you do
not have some form of egress filtering, this malware will be able to phone home. The
objectives of the malware may differ: the goal may be to send data back to a location
controlled by the malware writer. The goal may be to use your computer as a bot which the
malware writer controls for some purpose (for example, to send spam). It is also possible
that compromising your network's security is the ultimate goal of the malware. Many of
these programs use commonly allowed ports (for example, port 80, the default HTTP port)
to circumvent egress filtering, but many do not. If you block port 6667, which is the default
IRC port, you can cripple many bots that rely on IRC to function. Whatever the purpose is
of the malware, lack of egress filtering will allow malware that is already running on your
local network to achieve its purpose. Moreover, any reply traffic to the malware will also be
allowed through the firewall. Thus, lack of egress filtering can result in harm being done to
our networks.

Lack of egress filtering can also harm networks beyond our control. If malware or another
party gains access to your local network, then your network can be used as a springboard to
launch attacks on other networks. This includes attacks that involve IP spoofing, such DDoS
attacks, or spam or phishing campaigns. This can become especially problematic if you have
several connections to the internet. If you are running a DNS server on your network,
someone might use it to host the zone data for a malicious domain. In short, you could
unwittingly be an accomplice to criminal activities, which is definitely something we want
to avoid doing.

Although in most cases, egress filtering will only minimize damage done once a network is
compromised, in some cases it can prevent a network from being compromised at all. Some
malware requires outbound access in order to succeed at all, and by using egress filtering
judiciously, you can stop it in its tracks. The Code Red worm is a good example of this, and
any malware that requires downloading a file from an external site controlled by the
malware writer can be stopped in such a manner.
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Another reason for employing egress filtering is to prevent use of unauthorized software on
our own network. Many peer-to-peer programs use atypical ports, which can easily be
blocked via egress filtering. Some of these programs have become more sophisticated and
will hop from port to port until they find one they can use, but by blocking all ports except
those which are essential, we can minimize the use of these programs. In addition, egress
filtering can, in many cases, prevent users from using VPN software, which otherwise could
be used to bypass firewall rules and access unauthorized sites.

Finally, egress filtering can be used to prevent traffic from passing through your firewall
that should never have outbound access. SNMP traffic on ports 161 and 162 come to mind;
not only should SMTP traffic never pass through to the internet, but allowing it to do so
could compromise the security of your network by revealing information about what exists
behind your firewall. You may also consider blocking DHCP traffic on ports 67 and 68 and
SQL queries on port 118.

Firewall best practices

From these fundamental principles, we can distil a set of best practices for implementing
our firewall. Some of these practices are fairly obvious; some may not be quite so obvious:

e When you create your firewall rules, the principle of least privilege should apply.
In many cases, firewall rules have been too permissive. You should try to avoid
creating pass-through rules which have any in the destination field, or at least
limit the range of ports to which these rules apply. pfSense blocks all network
traffic by default, and you'll want to take advantage of that.

* You should periodically check your firewall rules and delete rules that are out of
date. For example, in our example network, we had a printer on the
MARKETING subnet that was to be shared and therefore a firewall rule would
have to be created granting access to this printer. If the printer is subsequently
decommissioned or moved to another subnet, then the rule granting access to the
printer's IP address should be removed. In a corporate environment, finding out
what rules should be removed may require network admins being proactive, as
different departments may not make an effort to communicate this information.
Still, it is an important practice, as deleting unnecessary firewall rules eliminates
potential attack vectors.
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e An important corollary to these two practices is that all firewall rule changes
should be documented. Even if you remember why a rule change was made,
others may not remember, especially if the rule change was made in response to
an emergency. Documenting rule changes makes firewall management easier and
can be helpful in a troubleshooting scenario.

e Firewall rules should be backed up on a regular basis. In a corporate
environment, such backups should be maintained offsite. Such backups may
prove to be of value if you ever have to recover from a firewall crash or some
other catastrophe.

* You should create your rules in a manner that makes them consistent with your
organizations written security policy, and when you are done creating them, you
should review them to make sure they are consistent with such policy.

e Eliminate redundant and unnecessary firewall rules, and try to keep your ruleset
as simple as possible.

e Patch the firewall with the latest updates on a regular basis.

* You should limit the number of applications running on the firewall in order to
maximize CPU cycles and increase network throughput. Any applications that
can be run on a dedicated machine (for example, a proxy server) should be
moved to another system, either behind or in front of the firewall.

e It's a good idea to perform regular security tests on your firewall; new exploits
are being found and the firewall should be tested on a regular basis. This should
include testing every interface on both sides of the firewall.

e If your organization is required to comply with the Payment Card Industry Data
Security Standard (PCI DSS), you will want to review your policies to make sure
you are in compliance with this standard. For example, PCI requirement 1.1.6
requires a complete firewall review every six months. PCI DSS is constantly being
updated - as of this writing, the latest version is 3.2, released in April 2016 - so
you need to review the latest version of the standard to see if there are any new
requirements that affect firewall implementation.

e Enable logging, but only if you are going to actually look at the logs; otherwise,
maintaining logs is a waste of both disk space and CPU usage.

e If you have remote users, you should require that they run a personal firewall
and/or intrusion detection system on their computer.

¢ You may also consider running a remote syslog server for logging, to make it
more difficult for potential hackers to modify the log files and thus cover their
tracks.
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Obviously, some of these suggestions may be overkill for a home or SOHO user, so you'll
have to decide how many of these suggestions you implement, but avoiding overly
permissive rules, deleting outdated rules, and documenting rule changes are definitely
good practices that we will want to employ even on home networks. Implementation of the
other suggestions will depend on your security needs and level of paranoia.

Best practices for ingress filtering

Based on what we have already covered, we can articulate some best practices for ingress
filtering. We want the default (block all traffic) to stand. We need to allow access to ports
and nodes for certain services that we are providing. For example, in our example network,
we are operating an FTP server. This requires leaving port 21 open on the FIP server's
network. In addition, we want to use ingress filtering as a means of preventing denial of
service attacks. The best practices for ingress filtering are described in the following
Internet Engineering Task Force (IETF) documents:

e Network ingress filtering: Defeating DoS attacks which employ IP source
address spoofing (https://tools.ietf.org/html/bcp38)

e Ingress filtering for multihomed networks: Discusses different strategies for
ensuring that incoming packets are from the networks from which they claim to
originate, both in general and from a multihomed (meaning the network has
multiple points of access to the internet)
perspective (https ://tools.ietf. org/html/bcp84)

The aforementioned documents are not particularly long, and reading them in their entirety
can be instructive. However, the most pertinent findings of these documents are as follows:

e Traffic which employs IP spoofing should be blocked by firewalls. Ingress filters
should thus be configured to only allow traffic from valid source addresses.

¢ Automatic filtering should be used on remote access servers. If, for example, a
user connects to a remote access server through an ISP, the only valid IP address
for traffic from that user is the IP address assigned by the ISP.

e If DHCP or BOOTP is used, provision must be made on the relay agent for

packets with a source IP address of 0.0.0.0 and a destination IP address of
255.255.255.255.

e BCP 84 is aimed at ISPs and edge network operators, and describes different
methods of reverse path forwarding (RPF) which can be used to thwart DDoS
attacks. If RPF is employed, the router will check the source IP address of a
packet, which will only be forwarded if they come from the router's best route to
the source of the packet. Otherwise, the packet will be dropped.
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Best practices for egress filtering

If you are configuring a home network or SOHO network, determining your egress filtering
requirements begins with compiling a list of services to which you need access (this might
include such services as DNS, SMTP, POP and/or IMAP, NTP, and HTTP/HTTPS). If you
are configuring a corporate network, you probably want to begin by consulting your
organization's security policy. You may also want to consult with those in charge of
network security and perhaps other stakeholders within the organization.

You should make a list of remote servers that services running on your network have to
access, and allow them through the filter. For example, if you are running a DNS server, it
will undoubtedly have to communicate with other DNS servers. You may find it helpful to
organize your interfaces into interface groups, with access being granted based on the
interface group settings.

As mentioned previously, egress filtering should begin with a deny all outbound policy.
From here, add access for the services identified when you first compiled a list of services.
Then add rules that allow the admins access to network/security systems they need to get to
in order to do their jobs. Finally, you should add rules to allow any servers you operate on
your local network to communicate with externally hosted services.

You should also use your egress filtering policy to prevent IP spoofing. This means only
allowing source addresses from the IP addresses you assign to nodes on your local
networks to pass through the firewall. This will include addresses assigned via DHCP or
statically, and subnets routed to the internet through the firewall, including VPN clients (if
VPN is enabled). If you are only using a portion of the subnet to assign addresses (for
example, you have 172.16.0.0 as one of your networks, and you are only using
172.16.1.0), then allow only the addresses you are actually using and not the rest of the
subnet.

You should block all connections from internal servers or workgroups that have no
business establishing connections with external servers. Also, you should consult lists such
as those maintained by The Spamhaus Project to determine which domains and IPs are
used by spammers and botnets and therefore should be blocked. Spamhaus's Don't Route
or Peer (DROP) List is particularly helpful, as it identifies IP blocks that have been hijacked
or are otherwise totally controlled by spammers, and therefore should be blocked.
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Creating and editing firewall rules

Now that we have covered some basic firewall principles, we can begin our firewall
configuration with the following steps:

1. To create and/or edit firewall rules, log in to pfSense and navigate to Firewall |
Rules. This should present you with a list of interfaces across the top of the page;
you can see the ruleset for each interface by clicking on its name (initially, you
will see the ruleset for the WAN interface, as shown):

Plisense

COMMUNITY EDITION

Firewall / Rules/ WAN

it

lIII 9

Floating WAN LAN

Rules (Drag to Change Order)

States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

X 0 * RFC x =% LI * Block o
/417.80 1918 private
MiB networks networks
X 0 * Reserved * * * * * Block E o
/23.02 Mot bogon
MiB assigned networks
by IANA

2. Usually, we will click on the tab for the interface for which we want to credit/edit
rules, although this is technically unnecessary, since we can create rules for any
interface from any tab—the rule edit page provides an Interface drop-down box
that allows us to choose the interface to which the rule applies.
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3. Click on the interface for which you want to add a rule and use one of the two
Add buttons at the bottom of the page to create a rule.

4. The Add button with the up arrow will place the newly created rule at the top of
the table, while the Add button with the down arrow will place the newly created
rule at the bottom of the table.

5. Another helpful option is to use the Copy button, which can be seen on the right
side of a table listing of a current rule. The Copy button (represented by an icon
showing two sheets of paper) allows you to create a new rule based on an
existing rule. When you press the Copy button, you will generate a new rule in
which all the options are initially identical to the old rule.

6. Choosing any of the options outlined earlier will launch the Edit page for firewall
rules, as shown:

Firewall / Rules / Edit =BEe
Action Pass E|

Choose what to do with packets that match the criteria specified below.

Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP
port unreachable for UDP) is returned to the sender, whereas with block the packet is dropped
silently. In either case, the original packet is discarded.

Disabled [T] Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN E'

Choose the interface from which packets must come to match this rule.

Address IPyvd E|

Famil
famfly Select the Internet Protocol version this rule applies to.

Protocol TCP E|

Choose which IP protocol this rule should match.
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The first section of the page is Edit Firewall Rule, and the first option is the Action drop-
down box, which allows you to select what happens to packets that meet the rule criteria.
The options for the rule are as follows:

e Pass: Let the traffic pass
¢ Block: The packet is dropped silently

* Reject: The packet is returned to the sender with a TCP RST or ICMP port
unreachable message (TCP RST is for TCP traffic, ICMP port unreachable is for
UDP traffic)

There is a split of authority on whether the best practice is to block traffic or reject it. The
advantage of Reject, of course, is that the sender knows right away that access to the
resource is not allowed, whereas with Block, the connection eventually times out.
Generally, Block is a good choice if you do not want the user to know if a resource exists,
since the result to the end user is identical to the result that would occur if a resource does
not exist or is offline. For example, if a user tries to access your FTP server and access is
prevented by a Block rule, the connection will time out and if the user is a hacker without
knowledge of our network, the hacker may conclude that there's no FTP server there.

This Disabled checkbox, if checked, will result in the rule being disabled without removing
it from the ruleset. The Interface drop-down box allows you to select the interface to which
this rule applies (the interface from which packets must come in on for the rule to apply).
The Address Family drop-down box lets you select which Internet Protocol version to
which the rule applies: the choices are IPv4, IPv6, or both (IPv4+IPv6). Finally, the Protocol
drop-down box allows you to select which Internet Protocol the rule should match. You
should try to avoid using the any option here, and only allow the protocol or protocols you
need to allow.

Another way to disable a rule is to click on the No symbol on the right side
of the row of the rule you wish to disable in the Rules table. The No
symbol icon will then become a checked checkbox icon, which you can
then click to enable the rule.

The next section of the page is Source, which allows you to specify where the packets must
originate if they are to match the rule. In the Source drop-down box, you can specify several
options: any will result in any packet on the interface matching the rule; Single host or alias
enables you to enter a single IP address or alias (we will cover how to create an alias later in
the chapter). Network allows you to enter a subnet (if you select it, you must enter the
network portion of the address and the CIDR). You can also select PPPoE clients (PPPoE
stands for Point-to-Point over Ethernet) or L2TP clients (L2TP stands for Layer 2 Tunneling
Protocol).
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The remaining options allow you to select as the source, either an entire interface you
previously created (for example, LAN) or an address on that interface. The Invert match
checkbox, if checked, will result in the rule being applied to the opposite of what is selected
for the source. For example, if you select LAN net and check Invert match, the rule will
apply to everything but the LAN net. Clicking on the Show advanced button will reveal the
Source port range options. You can select ports from the drop-down boxes or type them
directly into the edit boxes.

The Destination section allows you to select the destination the packets must match for the
rule to apply. It mirrors the Source section, with the exception of the fact that the
Destination port range field is always visible and showing/hiding this option is not
possible. As with Source, you can invert the match.

The next section is called Extra Options. The Log checkbox, if checked, will log packets that
are handled by the rule. Usually you won't want to turn on logging for rules, since that's a
good way to use up all remaining disk space, but if you need to log packets for an
individual rule, you can do it here. You can also enter a brief description for future
reference. Clicking on the Advanced options button will show the Advanced Options
section of the page.

The Source OS drop-down box allows you to select the operating system from which the
packets must come, if the rule is to be applied. There are many options (including Any),
although there does not seem to be options for newer versions of Windows (there are no
options for Windows 7, 8 , or 10, although there are options for older versions as well as a
generic Windows option). The Diffserv Code Point option allows you to apply the rule
only to certain Diffserv Code Point values; different Diffserv values are used for traffic
filtering or queue assignments. Traffic shaping must be enabled for this option to work.

By default, pfSense blocks packets with IP options set; checking the Allow IP options
checkbox allows these packets to pass. The Disable reply-to checkbox is designed for
setups in which a non-WAN interface is the gateway for part of our network. If this is the
case, reply-to traffic for a packet will be routed through the defined gateway rather than
through the interface on which the packet arrived. This can result in the gateway
forwarding the packet to the firewall, and the firewall sending it back, resulting in an
eventual timeout. In cases such as this, we should enable the Disable reply-to option.

The Tag edit box allows you to mark a packet matching the rule. You can then use the mark
to match on NAT and]or filter rules. The next option, Tagged, allows you to match a packet if
a mark was placed on it by another rule.
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The following options may be of some help in mitigating a DoS attack. Max. states defines
the maximum number of state entries the rule can create, while Max. src nodes defines the
maximum number of unique source hosts. Max. connections defines the maximum number
of established connections per host. It only works on TCP (you have to have a connection
for this rule to apply, so obviously it would not work with a connectionless protocol such as
UDP). Max. src. States sets the maximum number of state entries per host. Max. src. Conn.
Rate sets the maximum new connections per host. Max. src. Conn. Rate and Max. src.
Conn. Rates together control the number of connections allowed per host per second(s).
The first edit box specifies the number of connections and the second edit box specifies the
time interval. For example, setting Max. src. conn. Rate to 25 and Max.src. conn. Rates to
60 will allow 25 connections per host per minute (60 seconds). Finally, State timeout
specifies the amount of time before a state entry will expire. Obviously, this can help
prevent the state table from filling up, thus potentially thwarting DoS attacks, but if the
timeout is set for too short a time, legitimate traffic could be dropped. Max src. Conn. Rate,
Max.src. Conn. Rates, and State timeout only apply to TCP connections.

The next setting, TCP Flags, can be used to choose which TCP flags need to be set or cleared
in order for the rule to match. Check the flag in the set row to require that the flag be set;
check the flag in the out of row to require that it be cleared. Check the Any flags checkbox
for the rule to match if any flag is set or cleared.

The No pfSync checkbox, if checked, will result in states created by the rule not being
synced over pfsync if Common Address Redundancy Protocol (CARP) is being used. The
State type drop-down box allows you to choose which type of state tracking mechanism to
use. The Keep option is the default option, and it works with all protocols. Sloppy also
works with all protocols. It invokes a less stringent form of state tracking. This can be useful
if asymmetric routing is used (like the situation with multiple gateways described earlier).
Synproxy will automatically proxy incoming TCP connections. This is useful, because if it is
invoked, pfSense will not create a new state table entry for a new TCP connection until it
receives a SYN ACK packet. This will help protect your network from spoofed SYN flood
attacks. As you probably have guessed, it only works on TCP connections. Finally, None
results in no state entries being created for this rule.

The No XMLRPC Sync checkbox, if checked, will prevent this rule from syncing to other
CARP members. Note that this only works between two or more master CARP members; it
does not prevent the master from overwriting the rule on a slave CARP member. The
VLAN Prio option allows you to choose an 802.1p priority level that must be set for on a
VLAN packet for the rule to match. These priority levels, which were discussed in Chapter
3, VLANS, are represented in the drop-down box as acronyms.
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The following table describes each acronym:

Acronym | Description

BK Background

BE Best Effort

EE Excellent Effort

CA Critical Applications

VI Video with less than 100 ms latency
VO Voice with less than 10 ms latency
IC Internetwork Control

NC Network Control

The VLAN priority set drop-down box allows you to choose an 802.1p priority to apply to
the packets that match this rule. The abbreviations in this drop-down box are identical to
the ones in the VLAN Prio drop-down box.

The Schedule drop-down box allows you to apply the rule only during a predefined time
range. You can't create the time range on this page; you need to do this from Firewall |
Schedules. The process will be detailed later in this chapter. The none option leaves the
rule enabled all the time.

The Gateway drop-down box allows you to select a gateway for traffic matching the rule. If
default is selected, then the system routing table is used. Otherwise, the traffic goes out on
the selected gateway. This is useful if you want to set up policy-based routing.

The next option is In/Out pipe. This allows you to pipe traffic coming from a selected
interface (the In interface), and send traffic leaving the interface to another interface (the
Out interface). The Ackqueue/Queue option allows you to pipe traffic coming from a
specific traffic shaping queue and send the ACK traffic to a specific ack queue.

When you are finished making changes, click on the Save button at the bottom of the page.
This will return you to the main Rules page.
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Floating rules

The first tab on the main Rules page is Floating, as shown, from which you can create
floating firewall rules. These rules are different from other rules in three significant ways:

¢ They can be applied in either direction, or both directions (in other words, to
traffic either leaving or entering an interface).

¢ They can apply to more than one interface.

¢ In addition to the Pass, Block and Reject options for Action, there is a fourth
option called Match. If Match is selected, the rule will be invoked if the traffic
matches the criteria specified by the rule, but the pass/block status of the traffic
will not be affected. This option will be used in chapter ¢, Traffic Shaping, as it
provides a means of diverting traffic into different queues:

lisense

COMMUNITY EDITION

Firewall / Rules/ Floating =Ll =6

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

Click t

Mo floating rules are currently defined. Click t

1e button to add a new rule.

ENZ) £ CX
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Floating rules can be created by clicking on the Floating tab on the Rules page and clicking
on one of the Add buttons. The options are similar to those in the conventional rule Edit
page, with the following exceptions:

e The Quick checkbox, if checked, will cause pfSense to apply the rule to packets
matching the rule and pfSense will not attempt to filter the packets against any
other rules

e In the Interface list box, more than one interface may be selected

¢ In the Direction drop-down box, you can choose to apply the rule to traffic
coming into the interface (in), traffic leaving the interface (out), or both (any)

The Quick option is a significant one, and deserves further explanation. If the Quick option
is enabled for a floating rule, then the rule will be enforced before any of the rules on the
interface tabs, and they will be enforced in top-down order. If Quick is not enabled for a
rule, however, and a rule on one of the interface tabs matches the traffic, the latter will be
enforced. A floating rule without Quick enabled, therefore, is enforced on a "last match
wins" basis — it is enforced only if none of the rules on the interface tabs and none of the
rules above it on the Floating tab match the traffic first. This is a powerful option: if we
need to enforce a rule before all other rules, we can enable Quick, whereas if we need to
enforce default behavior on more than one interface, we can disable Quick.

An easy way to tell if the Quick option is enabled is to look at the left side
of the rule's entry in the Floating Rules table. The fast forward icon (two
adjacent green sideways triangles) indicates that the Quick option is
enabled for that rule.

Regarding the Direction option, it should be noted that non-floating firewall rules are
always enforced on traffic that is inbound to an interface. Thus, if we want to create a
floating rule that behaves the same way as non-floating rules, we would set Direction to In.
This is useful if you want to create a rule that acts the same as a non-floating rule, but
applies to more than one interface. If we need to filter outbound traffic or traffic in both
directions, we would select the out or any option.

Example rules

To illustrate the rule creation process, we will walk through the process by creating three
new rules—two non-floating and a floating rule.
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Example 1 — block a website

For our first non-floating rule, we will implement a rule blocking developers' access to
https://recode.net/. The process is relatively simple:

1. We navigate to Firewall | Rules, and click on the DEVELOPERS tab. Then we
can click on either Add button below the table to add a new rule.

2. On the Edit page, we change the Action value to Reject. For Interface, we
keep DEVELOPERS as the interface from which packets must come in on to
match this rule. We can set the Address Family field to IPv4, IPv6, or IPv4+IPv6,
depending on whether or not our network supports IPv4 addresses, IPv6
addresses, or both. We only need to block TCP traffic, so we leave Protocol set to
TCP.

3. The packets must come from the DEVELOPERS subnet for the rule to apply, so
we set Source to DEVELOPERS net. We don't need to set a port range for this
rule, so we will not click on the Show Advanced button.

4. We must block traffic to www. recode.net. A DNS lookup using nslookup
returned an IP address of 151.101.21.52. We set Destination to Single host or
alias in the drop-down box, and in the adjacent edit box, we enter
151.101.21.52 (it's a single IP address, so we do not need to specify a subnet).

5. For Description, we type Block Recode for future reference. Then we click on
the Save button. Once we are returned to the main Rules page, we need to click
on the Apply Changes button to reload the firewall rules.

That's all there is to it — nodes on the DEVELOPERS subnet should now be blocked from
accessing Recode. We still have not created a rule allowing the DEVELOPERS net access to
other networks, and we need to do that, but if we want to test our new rule, we could copy
it to the LAN subnet (remembering to change Interface to LAN and Source to LAN net). To
confirm that the rule works, try accessing Recode with both the rule enabled and then with
it disabled. Also, to confirm that the order of rules matters, try placing the new rule both at
the beginning and end of the list of rules. If it is at the end of the list, one of the "Allow LAN
to any" rules will match the traffic first and our rule will not have its intended effect, but if it
is at the beginning of the list, it should work.

This rule could be improved upon—the IP address of recode could change, and perhaps we
should have created an alias for the sake of clarity and so that if we copy the rule, we don't
have to change the IP address in multiple locations. We will address the creation of aliases
later in this chapter.
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Example 2 - block all traffic from other networks

In our example network, we wanted to keep the SALES, MARKETING and DEVELOPERS
networks separate, so that none of these networks had access to each other (with certain
exceptions for shared resources), but all three networks should have access to the DMZ,
which does not have access to other local networks. All of these networks should have
access to the internet through the WAN interface. We can achieve this by creating two rules
on each network:

1. Rules on each interface blocking access to non-DMZ networks.
2. A default rule such as the Allow LAN to any rule, for each specific interface.

This ruleset will block all incoming traffic that does not originate on the local network while
still allowing access to the internet. We will address the creation of a default allow rule in
the next section, but first let's create the block rule:

1. We again navigate to Firewall | Rules, and click on the DEVELOPERS tab. Then
we can click on either Add button below the table to add a new rule.

2. On the Edit page, we change the Action value to Block. For Interface, we
keep DEVELOPERS as the interface from which packets must come in on to
match this rule. We can set the Address Family field to IPv4, IPv6, or IPv4+IPv6,
depending on whether or not our network supports IPv4 addresses, IPv6
addresses, or both. We want to block all traffic, so we set the Protocol set to Any.

3. The packets must come from the DEVELOPERS subnet for the rule to apply, so
we set Source to DEVELOPERS net. We don't need to set a port range for this
rule, so we will not click on the Show Advanced button.

4. We will first create a rule to block access to SALES; thus, we set Destination to
SALES net.

5. For the description, we enter something appropriate (for example, Block
access to SALES) and click on the Save button. We also click Apply Changes
to reload the firewall rules.
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Our ruleset will not be complete until we create a rule to block access to MARKETING on
DEVELOPERS and repeat the process on the SALES and MARKETING networks.
Fortunately, this somewhat tedious process can be made easier by clicking on the Copy icon
to make a copy of the rule and then changing the appropriate fields. Change the
Destination to MARKETING net to finish the ruleset for DEVELOPERS, then duplicate
these two rules on the other interfaces by copying them and changing Interface and
Destination settings where appropriate. Note that we did not create a rule to block access to
the DMZ network; we want other networks to have access to it.

Example 3 — the default allow rule

By implementing Example 2 — block all traffic from other networks, we have not really
accomplished anything yet. We just blocked access to SALES, MARKETING, and
DEVELOPERS from other networks, and pfSense blocks inter-network traffic by default
anyway. We need to create a default allow rule for each network to make this work. If such
a rule is evaluated after the previously created block rule, it will provide access to both the
DMZ network and the internet through the WAN interface.

There are two ways to go about this. pfSense automatically creates Allow LAN to any rules
for the LAN interface, which saves us the trouble of providing the LAN network access to
other networks. If you have other subnets, most likely you will want to create similar rules
for those interfaces. We could copy the Allow LAN to any rules easily enough and just
change the Interface, Source, and Description to whatever interface to which we are
applying the rule.

We can make the process a little easier, however, if we create a floating rule, because then
we can cr